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AHHoTaums

Angie Ingress Controller (ANIC) — npuioxenue, KOTOpOe 3aIlyCKaeTCsl B KJIacTepe U yIpaBJjisdeT GajiaH-
CHUPOBIITUKOM HATDY3KU.

ANIC wucnoss3yer B cpoeit pabore Angie PRO — sddeKTuBHbBIi, MOIHBIA U MacIITabUupyeMbIil
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Brecen B Efunblil peecTp poCCHUICKUX MPOrpaMM JJisl 3JIEKTPOHHBIX BBIYUC/IATEIbHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwue cBepgeHus

Angie Ingress Controller (ANIC) - sro pemenue mjist yupasjeHus TpadUKOM KOHTEHHEPU3UPOBAHHBIX
npuwiroxkenuit B8 Kubernetes.

ANIC passeprbiBaeTcst 1 paboTaeT B KJiacTepe, yrnpapjsds (QyHKIMsaMUA [ngress ¢ BO3MOXKHOCTHIO Ha-
cTpoiiku mpasui odbpaborku Tpaduka. [Ipoaykr 6asupyercs wHa Angie PRO, uro mosposisier crpourh
Ge301acHbIe MACIITAOMPYEMBbIE BHICOKOIIPOM3BOIUTE/IbHBIE OKPYZKEHISI, UCIIOJIb3Ysl POCCUICKOE PerteHne
¢ TpodeCCHOHAIBHBIMI CEPBUCAMY MUTDAINN U TEXHUIECKON MMO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit nabop dyuknumit Ingress:

e Banaancuposka naepysxu TCP, UDP, TLS, HTTP, gRPC'" T'ubkoe pacupeenenne Tpaduka u ero
ILJIABHOT'O MEPEHOCA IPU OOHOBJICHUAX TIPUJIOKEHU

o Tepmunuposanue ceccuti TLS: TlomTBep:KmeHusl MOIIUHHOCTH CEPBUCOB M 3aIlUTLI OHJIANH-
TPaH3aKIUi

o Hacmpotixu 2ubkozo ao2uposarus: Y IPABIEHIE COBPEMEHHBIMY JTUHAMUYECKIME ITPUIOKEHUSIMA

e Pacwupennan mapupymusayus mpagura: Paznensenne Tpaduka u paciinpeHHas Mapiuipy TH3aIHs
Ha OCHOBE COJEPKUMOTO

o Ozpanuvenue nocmynarouiezo mpagpura: Ilo pa3IuIHBIM KPUTEPUAM JJIs 3AIMTATHI TPUIOKEHUH OT

DDoS
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o Modugpuxayus omeemos Ha 3anpocov,: Ha yposue 6astancuposmuka HTTP

1.2 CucremHble TpeboBaHus

Crucok nogzepxkuBaeMbix OC u apXuTekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.21 x86 64, arm64
Alt Linux 10 x86 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2
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VYcTaHoBKa

B arom pazgene onucannr mocrymnabie crocodsr yeranosku ANIC, a Takke murparus ¢ Ingress-NGINX

Controller na ANIC.
Vemanoska ¢ nomouyvro Helm
Honyuenue auyensuu
Yemanrosxa u nacmpotixa oas Hndexc. Obaaxa

Muepavyus ¢ Ingress-NGINX Controller na ANIC

2.1 Ycranoska c nomowbio Helm

Angie Ingress Controller (ANIC) passopaunsaercst B kiacrepe Kubernetes ¢ momorsio Helm.

IIporpaMmubie TpeOOBAHMS:
o Kubernetes 1.22+
e Helm 3.0+

Ilopep:xuBaemMble TUCTPUOY TUBBIL:

ApXxuTekTypbl

HaseaHue Bepcun
Alpine Linux 3.21

Debian 11 "Bullseye"
ALT Linux 10

x86_ 64, ARM64
x86_ 64, ARM64
x86_ 64, ARM64
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2.1.1 MNony4yenune gocrtyna k obpasy ANIC

1. Asropmsyiitecs B Docker Registry, aTo6sr mosmyants gocryn k obpasy ANIC:

[$ docker login -u=<login> -p=<password> anic.docker.angie.software ]

Ilocne ycmermmo#t aBropusanuu nHMOPMAIUI O J0CTyle OyraeT coxpamena B daitae ~/.docker/
config. json.

2. Cozpaiite cexkper myst Kubernetes, uconssyst daitn Docker-kouduryparmm:

$ kubectl create secret generic regcred \
--from-file=.dockerconfigjson=$HOME/.docker/config. json \
--type=kubernetes.io/dockerconfigjson

Cekper regcred OyeT UCIOIB30BATHCS JJIs JOCTyIIa K IpuBaTHBIM obpa3am B Kubernetes.

2.1.2 CkavauBaHue obpasa ANIC

Ckauaiite obpa3z ANIC u nieperecurte ero B CBOI JIMYHBIN PEITO3UTOPHIA, JJIsI ITOIO:

1. Barpyaure obpaz ANIC:

[$ docker pull anic.docker.angie.software/anic:latest }

2. IlepeumenyiiTe ob6pa3:

F docker tag anic.docker.angie.software/anic:latest <Baw_pemosuTopuit>/<obpas_ }
—anic>

3. OrmpaBbTe epernMeHOBaHHbBINH 06pa3 B CBOIl PEO3UTOpUii:

[$ docker push <Bam_pemnosuTopuii>/<obpas_anic> ]

4. B daiisne values.yaml obHOBuTE 10jIe controller.image.repository cOOTBETCTBEHHO.

2.1.3 lNMoakntoveHne nnuueH3um

Tloakmounre jaunensuto st ANIC, cirenyst unempyruyuu.

2.1.4 MNony4eHune n HacTpoiika Helm-yapTa

1. Ckutonupyiite Helm-yapr u3 penosuropust Angie Software.

JlocTyIl K perno3uTopruio MOXKHO IIOJIyYUTh, 0OpaTuBIuch Ha infoQwbsrv.ru.

[$ git clone https://git.angie.software/web-server/anic-helm-charts.git }

2. OrpenmakTupyiite daiin values.yaml, yKa3aB UMs CEKPETa, CO3TAHHOIO s OCTyIa K oOpasaM:

[imagePullSecretNa.me : "regcred" ]

3. Cobepute u ycranosure Helm-gapr:

[$ helm install <umMa_penmsa> <OyTh_Io_dapTa> }

Helm crenepupyer manudecrsr Kubernetes ma ocnoBe mabionos (templates/) u 3uadeHwuii
(values.yaml), a 3aTeM yCTAHOBUT HX B KJlacTepe.

2.1. YcraHoska c nomouwbio Helm 4
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o
(i ) IIpumeuanue

ITo ymomuanuio mius ANIC tpebyercs neckosnbko CRD (ompesesienuii mosib30BaTeIbCcKuX pe-
CYDPCOB), YCTAHOBJIEHHBIX B KjacTepe. Helm ycranasmumpaer wx apromarndecku. Eciau He ycTa-
HoBuTh CRD, ogsr ANIC He 6ymyr rorosel (Ready). Eciu BBl He nCIOIb3yeTe MOIb30BATEb-
cKue pecypebl, st Kotopbix Tpebytorcs CRD (4o coorBercrByer mapamerpy controller.
enableCustomResources, ycraHoBjieHHOMY Kak false), ycranoBky CRD MOXKHO mpoIrycTUTS,
yKa3aB B KomaH/e helm install mapamerp --skip-crds.

2.1.5 O6Hosnenune CRD

Yro6wr o6HOBUTE CRD, ckauaiite ncxoaubie (aityibl Helm-dapra, a 3aTeM BBIIIOJIHATE KOMAHJLY:

[$ kubectl apply -f crds/

(i ) IIpumeuanune

MozkeT MOABUTHCS CIIEYIONTee MPEIYyIPEKIeHNe, HO €r0 MOXKHO TPOUTHOPUPOBATD:

Warning: kubectl apply should be used on resource created by either
kubectl create --save-config or kubectl apply

2.1.6 VYaanenne CRD

Yrobwl ymaaute CRD, ckagaiite ucxosubie daitibr Helm-uapra, a 3areM BBITOJTHUTE KOMAHILY:

[$ kubectl delete -f crds/

O IIpumeuannue

DTa KOMaHa yraauT Bce coorBercTBylomue CRD B Bamem Kiiacrepe BO BCeX IPOCTPAHCTBAX MMEH.
Y6emurech, 9TO B KJIacCTEpe HET TOJIB30BATEIbCKUX PECYPCOB, KOTOPhIE BbI XOTUTE COXPAHUTDH, U HE
zamyiensl apyrue sxk3eMisspel ANIC.

2.1.7 KoHdurypauyus

Huzke nepeanciiensr HacTpanBaembie apaMerpbl Helm-gapra Ingress Controller u ux 3nadeHus mo ymoJ-
YAHUIO.

controller.name

Nms daemonset uiau deployment ANIC.

Ilo YMOJIT9aHUIO: CO3Ja€TCA aBTOMAaTUICCKN

2.1. YcraHoska c nomouwbio Helm 5
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controller.kind

Tun ycranosku ANIC - deployment nin daemonset.

Ilo ymomaanuio: deployment

controller.annotations

Ilo3Bosisier ycranaBnusarh amHoTanuu /s deployment mian daemonset.
Io ymomuanuio: {}

controller.angiePro

Paszsepreiaer ANIC gy Angie PRO.

ITo ymosraanuio: false

controller.angieDashboard.enable
Bruouaer Angie Dashboard (status endpoint gy mosnyuenus undopmanuu o cocrosuuu Angie). Coor-
BETCTBYeT apryMeHTy KOMAaHJIHOHU CTPOKH -angie-dashboard.

Tlo ymomuanwuio: false

controller.angieDashboard.port
3agaer mopr g Angie  Dashboard. CoorBercrByer — aprymMenTy — KOMAaHIHON  CTPOKH
-angie-dashboard-port.

Ilo ymomaanuio: 8082

controller.angieDashboard.allowCidrs

Hobasnsier 6aoku IP/CIDR B cuucok paspemtennbix st Angie Dashboard. Coorsercryer aprymenty
KOMaH/JIHOI cTpoKHN -angie-dashboard-allow-cidrs. Heckonbko IP mwim CIDR pazjensiiorcs 3amsiTbl-
MMA.

IIo ymomaanuio: 127.0.0.1,::1

controller.angieStatusPrometheus.enable

Bruiowaer Bpimady crarmcrukn Angie B dopmare Prometheus. CooTBeTCTBYeT apryMeHTy KOMAHIHOM
CTPOKU -angie-status-prometheus.

IIo ymomganmro: true

2.1. YcraHoska c nomouwbio Helm 6


https://angie.software/configuration/modules/http_prometheus/

Angie
Software
PykoBogcteo no ycraHoske, Bepcus 0.7.3

controller.angieStatusPrometheus.port

3asaer mOpPT, Ha KOTOPOM MOCTyIHa craructuka Angie B dopmare Prometheus. @opmar: [1024 -
65535]. CooTBeTCTBYeT apryMeHTy KOMAaHJIHOM CTpOKM -angie-status-prometheus-port.

IIo ymomuanuro: 8083
controller.angieStatusPrometheus.allowCidrs
Hobasnsier 610ku IP/CIDR B cruucok pasperenuii ayist craructuku Angie B popmare Prometheus. Co-

OTBETCTBYET apryMeHTYy KOMAaHIHOW CTPOKHU -angie-status-prometheus-allow-cidrs. Heckonpko IP
win CIDR paznensrorcst 3alisiThIMHE.

Ilo ymomuanuio: 127.0.0.1,::1
controller.angieStatusPrometheus.path

TlozBossteT MeHATH IyTh Jyia mybaukanuu craructuku Angie B dpopmare Prometheus. CoorBercrByer
apryMeHTy KOMaHJHO#l CTpOoKHu -angie-status-prometheus-path.

To ymosuanuio: /p8s
controller.angieStatusPrometheus.service.create
Coznaer cepsuc ClusterIP myist mpemocrabiienust MeTpuk BeO-cepBepa Angie.
ITo ymourqanuio: false
controller.angieStatusPrometheus.service.labels

Samaer Jeiibabt qist cepsuca, ClusterIP.

ITo ymouraanuio: service: "anic-webserver-metrics"
controller.angieStatusPrometheus.serviceMonitor.create
Cozmaer ServiceMonitor jiyist meTpuk BeOG-cepBepa Angie.

ITo ymourqanuio: false
controller.angieStatusPrometheus.serviceMonitor.labels
Sagaer Jieitbsibl Jyisi cepBuca ServiceMonitor.

IIo ymomaanuio: Her

controller.reloadTimeout

Bpems oxuganus B MuIuceKyH1ax, B redenue Koroporo ANIC Gyer oxKuarh yCIEIIHON 1epe3arpy3Ku
Angie nocjie u3MeHeHNsT WK IIPU HAYAJIBHOM 3aIlyCKe.

IIo ymomaanmro: 60000

2.1. YcraHoska c nomouwbio Helm 7
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controller.hostNetwork

TToseossier mogam ANIC ucnosn30BaTh ceTeBOE MPOCTPAHCTBO UMEH XOCTA.
Tlo ymomuanuio: false

controller.dnsPolicy

Tlomuruka DNS mia nogos ANIC.

ITo ymosraanuio: ClusterFirst

controller.debug

Brutowaer ormanky st Angie. Tpebyercst 3amarh 3HadeHne error-log-level: debug B ConfigMap
gepe3 controller.config.entries.

Tlo ymouanuio: false
controller.loglLevel

Vpoeenb Besenus Kypuaia ANIC.
Ilo ymomaanmuio: 1
controller.image.digest
Haitmkect obpaza ANIC.

Ilo ymomaanuio: Her
controller.image.repository
Penozuropuit o6pazos ANIC.

ITo ymomuanuio: myregistry.host.ru/angie-ingress
controller.image.tag

Ter obpaza ANIC.

Ilo ymomaanmuio:

controller.image.pullPolicy

Tlonuruka ckauusanus obpasa ANIC.

ITo ymosraanuio: IfNotPresent

2.1. YcraHoska c nomouwbio Helm 8
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controller.lifecycle
2Kuznennsnit nuki nogos ANIC.
Io ymosmraanmio: { }
controller.customConfigMap

Nms monwzoBarenekoit ConfigMap, ucnonszyemoit ANIC. Eciiu uMmst 3a3,1aH0, TO KOH(DUTYpATIHST IO yMOJI-
YAHUIO0 UTHOPUPYETCS.

Ilo ymomuanuro: ""

controller.config.name
Nms ConfigMap, ucnonszyemoir ANIC.
ITo ymouraanuio: co3maercs aBTOMATHIECKA

controller.config.annotations

Annorarmn k ConfigMap B ANIC.

Io ymosmaanmio: { }

controller.config.entries

3anucu B ConfigMap s mHacTpoiiku Kouduryparuun Angie.
ITo ymosraanmio: { }

controller.customPorts

Crmcok moJIb30BaTEILCKIX TIOPTOB, KOTOPBIE JOJIKHBI ObITH jJocTynibl B oje ANIC. Crenyer obbranomy
cunrakcucy yaml Kubernetes st KoHTeliHEPHBIX TOPTOB.

ITo ymomuanmio: ||

controller.defaultTLS.cert

Ceprudurar TLS B koguposke Baseb4 myis cepsepa HT'TPS no ymomuanuro.

(5 ) IIpumeuanue

PekomeHiyercst ykazarh CBOW COOCTBEHHBIN ceprudukar. AJIbTepHATUBHOE PeEIleHre: IOJIHBIA IPOo-
IyCK CEKpeTa cepBepa 10 YMOJYAHUIO IIPUBEJET K TOMY, 9TO Angie OyIeT 10 YMOJYAHUIO OTKJIOHSITD
TLS-monk/r09ennst K cepBepy.

Ilo ymomaanuio: Her

2.1. YcraHoska c nomouwbio Helm 9
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controller.defaultTLS.key

Kirou TLS B komuposke Base64 misi cepepa HT'TPS no ymonganuto.

(5 ) IIpumeuanue

PekomeHryercst ykasaTh CBOI COOCTBEHHBII KJIH0Y. AJIbTepHATUBHOE PEIIEHUE: ITOJIHBII IIPOILYCK CEK-
pera cepBepa II0 yMOJIYAHUIO [PUBEJET K TOMY, 4To Angie OyJer o yMOJYaHWIO OTKJIOHSTH TLS-
MOJKJIIOYEHUS K CEPBEPY.

Ilo ymosraanuro: Her

controller.defaultTLS.secret

Cexkper ¢ ceprudurarom TLS u kmouom st cepepa HTTPS mo ymonuannio. 3HadeHne JI0KHO CO-
OTBETCTBOBATH CJedymomeMy (opmary: <mpocTpaHcTBo uMen>/<mMsa>. Vcmosb3yercs B KadecTBe ajib-
TEePHATHUBLI YKA3aHUIO CePTU(MUKATA W KJIOYa C ITOMOIILI0 TapaMeTpoB controller.defaultTLS.cert
u controller.defaultTLS.key.

O IIpumeuannue

AJpTepHATHBHOE peleHne: IOIHBIH IPOITYyCK CEeKpeTa cepBepa IO YMOTIIAHUIO IPUBEIET K TOMY, UTO
Angie Oyzer mo ymoadaHuio oTKI0HATh TLS-onkiouenns K cepsepy.

IIo ymomaanuio: Her

controller.wildcardTLS.cert

Ceprudurar TLS B komupoBke Base64 jiist Kaxki0ro y3ia Ingress wim VirtualServer, y KoToporo BKJIto-
qen TLS, Ho He ykazan cekper. Eciu napamerp He 3ajaH, Angie npepseT Jil06y10 MONBITKY YCTAHOBUTD
TLS-coenunenue st Takux y3i0B Ingress mim VirtualServer.

Ilo ymomaanuio: Her

controller.wildcardTLS.key

Kirou TLS B komupoBke Base64 st kaxkoro yaia Ingress miam VirtualServer, y koroporo BK/IOUeH
TLS, vo He ykazan cexper. Ecim mapamerp He 3a7aH, Angie npepser Ji00yi0 MOMBITKY ycranoButh TLS-
coeJIMHEHne JUTsl TaKuX y370B Ingress wim VirtualServer.

Ilo ymomaanuio: Her

controller.wildcardTLS.secret

Cekper ¢ ceprudurarom TLS m wimouom jysa kaxkgoro ysia Ingress miam VirtualServer, y koropo-
ro Bruiouern TLS, Ho He ykazaH cekpeT. 3HadeHHE JOJKHO COOTBETCTBOBATDH CJIEIYIONIEMY (DOpMATy:
<mpocTpaHCTBO uMeH>/<uMsa>. Vcrosp3yeTcs B Ka4eCTBE aJbTePHATUBBI YKA3aHUIO CePTUPHUKATA U KITIO-
93 ¢ IIOMOIIBIO ITapaMeTpos controller.wildcardTLS.cert u controller.wildcardTLS.key.

Tlo ymosmaanuro: Her

2.1. YcraHoska c nomouwbio Helm 10



Angie
Software

PykoBogcteo no ycraHoske, Bepcus 0.7.3

controller.nodeSelector

CestekTop y3J10B Jijist HazHaderns mogos ANIC.
Io ymosmraanmio: { }
controller.terminationGracePeriodSeconds
Ilepuon, mirasuoro 3asepiienns padorsl noga ANIC.
IIo ymosmaanuro: 30

controller.tolerations

Honycku mogos ANIC (tolerations).

ITo ymomaanmio: ||

controller.affinity

Ipussaska nogos ANIC (affinity).

ITo ymomaanuio: {}

controller.topologySpreadConstraints

Orpanuyenus: Ha paciapocrpanenne Touojorun noaos ANIC.

ITo ymomaanuio: {}

controller.env

ILOHO.HHI/ITG.HLHI)IQ IIepeMEeHHbIC OKPY2?KEHH, KOTOPbIE JTOJIZKHBI OBLITh YCTaHOBJICHBI Ha IIO0JaX ANIC.

ITo ymomaanuio: ||

controller.volumes
Toma momos ANIC.

ITo ymomaanuio: ||
controller.volumeMounts

Toukn monkmouenns: Tomos mogos ANIC.

ITo ymomaanuio: ||

2.1. Ycranoska ¢ nomouwibio Helm
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controller.initContainers

Suaugenne initContainers nsa nmomos ANIC.

Io ymomuanmio: ||

controller.extraContainers

Jononmaurenbubie KoHTEHHEPHI (Hanpumep, caiiakap) g nozos Ingress Controller.

Io ymomuanmio: ||

controller.resources

Pecypcewr nogos ANIC.

IIo ymomuanuio: requests: cpu=100m,memory=128Mi

controller.replicaCount

Komuuectso permmuk deployment ANIC.

Ilo ymomuanwuro: 1

controller.ingressClass

Kiaacc ANIC. Jlomken 6biTh pa3BepHyT pecypc IngressClass ¢ mmeHem, TOXKIECTBEHHBIM 3TOMY KJIACCY.
B nporusnom ciyuae ANIC me zamycrurcsa. ANIC o6pabaThiBaeT TOJBKO Te€ PECyPChl, KOTOPbIE MPU-
HaJJIe’KaT ero Kijaccy, T. e. ux pecypc moist "ingressClassName" cosmamaer ¢ kiaaccom. ANIC obpa-
GarpiBaeT Bce pecypebl VirtualServer, VirtualServerRoute u TransportServer, KoTopble He UMEOT TOJIs
"ingressClassName", Bo Bcex Bepcusix Kubernetes.

IIo ymomuanmro: angie

controller.setAsDefaultIngress

Hoseim Ingress 06es ykasannoro mouisi "ingressClassName" Oyner TpPUCBOEH KJacC, yKa3aHHBIA B
controller.ingressClass.

Ilo ymosmaanwuro: false

controller.watchNamespace

PasnesieHHbIit 3anTBIMA CIIUCOK IIPOCTPAHCTB MMEH, 33 pecypcamMu KOTOpbix jojkeH cieantb ANIC.
ITo ymomuanuio ANIC orciexkuBaeT Bce IPOCTPAHCTBa UMEH. BzauMouckrodaromue ¢ controller.
watchNamespaceLabel. O0paruTe BHUMAaHWE, YTO MPU HACTPONWKE HECKOJBKUX MPOCTPAHCTB HUMEH C
ucnonb3oBanneMm omrun Helm cli --set cTpoka J0o/KHA OBITH 3aKJII0OYEHA B JBONHDbIE KABLIUKH,
a 3aIgaThle SKPAHUPOBAHBI C IOMOIIBIO OOpATHOM KOCOil wepThl - Hampumep, --set controller.
watchNamespace="default\,anic".

Ilo ymosrqanuio: ""
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controller.watchNamespaceLabel

Hacrpausaer 8 ANIC mpocMoTp TOBKO MPOCTPAHCTB MMeH ¢ MeTkoii foo=bar. Ilo ymomuanuio ANIC
OTCJIE’KMBAET BCE IMPOCTPAHCTBA NMEH. B3anMounckrogaomias ¢ controller . watchNamespace HACTPOIi-
Ka.

ITo ymosrqanuio: ""

controller.watchSecretNamespace

PasznesiennbIil 3amsThIMU CIIMCOK ITPOCTPAHCTB WMMeH, 3a KoTopbiMu Ingress Controller momxen cite-
JMTh B IIOMCKaxX pecypcoB Tuia Secret. Eciu sror mapamerp He Hacrpoed, ANIC orciie:kuBaer oaHu
7 Te XKe IPOCTPAHCTBA MMEH B IOMCKaX Bcex pecypcoB. CMm. Takke controller.watchNamespace u
controller.watchNamespaceLabel. O6parure BHUMAHIE, YTO IIPU HACTPOIKE HECKOJIHKUX IIPOCTPAHCTB
UMeH ¢ ucrnoJb3oBanueM ommun Helm cli --set cTpoka moskHa OBITH 3aK/IIOUEHA B ABONHBIE KaBHIU-
KM, & 3alsaThle dKPAHUPOBAHBI C MOMOIIBI0 OOpATHON KOCOW WepThl - HalmpuMmep, --set controller.
watchSecretNamespace="default\,angie-ingress".

ITo ymosrqanuio: ""

controller.enableCustomResources
Bxutouaer 110/1b30BaTeIbCKIE PECYPCHI.
IIo ymomuanmro: true
controller.enableTLSPassthrough

Brutouaer  mepemady — mamHbix 1o mporokony — TLS na  moprty  443. Tpebyercs
controller.enable CustomResources.

ITo ymosrqanuio: false

controller.enableCertManager

Brunowaer aBromMaTmdeckoe yupasisenne ceprudukaTamu x509 11 pecypcoB BUPTYaJbHOI'O cepBepa C
noMmompbio cert-manager (cert-manager.io). TpeGyercsi controller.enableCustomResources.

ITo ymourganuio: false

controller.enableExternalDNS

Bkirouaer waTerpanuto ¢ External DNS st Hacrpoiiku obmiemoctymnabix 3amuceii DNS y pecypcos
VirtualServer ¢ ucnonszoBanuem External DNS. Tpebyercs: controller.enable CustomResources.

Ilo ymosmaanwuro: false
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controller.globalConfiguration.create

Cozmaer nosb3oBartesbeknit pecype GlobalConfiguration. Tpebyercst controller.enable CustomResources.

Tlo ymomuanuio: false

controller.globalConfiguration.spec

Crenudukarus GlobalConfiguration gyt onpenenerust napamerpos riobanbuoit koudurypamuu ANIC.
Io ymosuanuio: {}

controller.enableSnippets

Briouaer mosib3oBaTesnbckue (parmenTsl KoHuduryparuu Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

Tlo ymouanwuio: false
controller.healthStatus

Hobasnsier mecronosioxkenne " /angie-health" ma cepsep mo ymosruanuio. Mecromonokenue orBegaer Ko-
Jiom craryca 200 Ha j1000it 3ampoc. DTo mose3Ho Jis BHenmHel mpoBepku paborocnocobroctu ANIC.

Ilo ymosruanwuro: false

controller.healthStatusURI

3amaer URI mecrormooxkenus: cOCTOSTHIS pabOTOCIIOCOOHOCTH Ha, cepBepe 1Mo yMosdanuio. Tpebyercs
controller.HealthStatus.

ITo ymosuanuio: " /angie-health"
controller.angieStatus.enable

Bxirouaer B Angie API.

IIo ymomuanmro: true
controller.angieStatus.port

Sasaer mopt, Ha KoTopoM mocryieH Angie API.
IIo ymomuanuro: 8080
controller.angieStatus.allowCidrs

Hobasnser 6ioku IP wim CIDR B cimcok paspemenubix jyst Angie API. Heckombko TP mwimm CIDR
Pa3IeISIIOTCS 3aIIsATHIMIE.

Ilo ymomuanuio: 127.0.0.1,::1
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controller.priorityClassName

Kunacc nmpuopurera mogos ANIC.

Ilo ymomaanuio: Her

controller.service.create

Coszmaer cepBuC JJIsl IpeocTaBieHus jgocTyma K mogam ANIC.

Ilo ymomaanuio: true

controller.service.type

Tun cepsuca, KOTOPBIH HEOOXOAUMO co31aTh juist ANIC.

IIo ymomuanuro: LoadBalancer

controller.service.externalTrafficPolicy

Buemnsist nosinruka Tpaduka ceppuca. 3uadenue Local coxpansier ucxonusiit [P-anpec xiuenta.
IIo ymosraanuro: Local

controller.service.annotations

Awnnoranun cepsuca ANIC.

ITo ymomaanuio: {}

controller.service.extralabels

DKCTpa-METKU CEepBUCA.

ITo ymomaanuio: {}

controller.service.loadBalancerIP

Craruuecknit [P-agpec syt 6astancuposniuka Harpy3ku. st controller.service. type JI0/2KHO OBITH

yCTaHOBJIEHO 3Hadenne LoadBalancer. [TocTaBmuk 00/Ia9HbIX YCIYT JOKEH IO/JIEPAKUBATD Ty DYHK-
LIUIO.

ITo ymomuanuro: ""

controller.service.externalIPs

Crucok Buemnux [P-agpecos mist cepsuca ANIC.

ITo ymosmaanmio: ||
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controller.service.loadBalancerSourceRanges
Juanazonsr IP-anpecos (CIDR), koropbiM pasperieH JOCTyll K OaJaHCUPOBINUKY HArpy3ku. Jljist

controller.service.type JI0/2KHO OBITH yCTaHOBJIEHO 3Ha4YeHne LoadBalancer. [TocTaBiuk obadHbIx
YCJIYT JIOJIZKEH II0/IJIEPKUBATDH 3Ty (DYHKITHIO.

ITo ymomuanuio: ||
controller.service.name

Nwms cepsuca.

Ilo ymostanuio: co3/1aeTcst aBTOMATUIECKHT
controller.service.customPorts

CHmcoK moJIb30BaTeILCKIX IOPTOB, KOoTopbie OymayT noctymnubl yepe3 cepsuc ANIC. Cruemyer obbranomy
cuataxkcucy yaml Kubernetes ajst mopToB cepruca.

ITo ymonuanuio: ||
controller.service.httpPort.enable
Bxitouaer HTTP-tiopt syist cepsuca ANIC.
IIo ymomuanmro: true
controller.service.httpPort.port

HTTP-nopr cepsuca ANIC.

IIo ymomuanmro: 80

controller.service.httpPort.nodePort

TlonbzoBarensckuit NodePort nma HTTP-niopra. dist controller.service.type J0O/2KHO OBITH yCTa-
HOBJIeHO 3Hauyenue NodePort.

ITo ymosrqanuio: ""

controller.service.httpPort.targetPort
Ilesnepoe 3nauenne HTTP-iopra cepsuca ANIC.
IIo ymomuanmro: 80
controller.service.httpsPort.enable

Bxirouaer mopr HTTPS s cepsuca ANIC.

IIo ymomuanmro: true
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controller.service.httpsPort.port

HTTPS-topr cepsuca ANIC.

Ilo ymosraanwuro: 443

controller.service.httpsPort.nodePort

TTonwszoBarenscknit NodePort mist HI'TPS-tiopra. st controller.service.type JIOJZKHO OBITH yCTa-
HOBJICHO 3Hadenne NodePort.

Ilo ymomuanuro: ""

controller.service.httpsPort.targetPort

Hesnesoit mopr HTTPS-nopra cepsuca ANIC.
443

controller.serviceAccount.annotations

Awnnoranuu yaernoit 3amucu cepsuca ANIC.

Io ymosmaanmio: { }

controller.serviceAccount.name

WNwms yaernoii 3anucu cepsuca nogos ANIC. Ucnomssyercs g RBAC.

IIo YMOJJIT9aHUIO: CO3Ja€TCA aBTOMATUICCKHN

controller.serviceAccount.imagePullSecretName

Nwms cekpernoro daiia, comepkaiiero yderusie ganuabie peectpa Docker. Cekper moiKeH HAXOAUTHCS
B TOM K€ IIPOCTPAHCTBE MMeH, 4TO u peaun3 Helm.

Ilo ymomuanuro: ""

controller.reportIngressStatus.enable

Hobasisier B mosie azpeca B craryce pecypcoB Ingress smermamit ajgpec Ingress Controller. Hyx-
HO TakK)Ke YyKa3aThb HUCTOYHUK BHEIIHErOo aJjpeca dYepe3 BHEIIHIOID CIIy:KO0y duepe3 controller.
reportIngressStatus.ExternalService, 00 qepes3 controller.reportIngressStatus.
ingressLink, Jmbo wepe3 3anuch external-status-address B ConfigMap wepe3 controller.
config.entries.

(5 ) IIpumevuanue

3uauenne controller.config.entries.external-status-address uMeeT IPUOPUTET HAJ OCTAJIb-
HBIMU.

Tlo ymomaanuio: true
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controller.reportIngressStatus.externalService

VkaspiBaerT nms cepsuca ¢ tumoMm LoadBalancer, gepe3 koropsrii Ingress Controller 6ymer moctymen
u3BHe. BHEN Uit ajipec cepBuca UCIOIB3YeTCst JJis OTYETOB O cocTosgHnu pecypcoB Ingress, VirtualServer
u VirtualServerRoute. 3nadenne controller.reportIngressStatus.enable JOMKHO OBITH 33/JAHO KaK
true. HavUeHNE [TO YMOJTIAHUIO CO3/IAeTCsI ABTOMATUYIECKN U BKJIIOYAETCsI, KOTjia controller.service.
create nmeer 3HavUeHue true, a controller.service.type - 3nHadyenue LoadBalancer.

IIo YMOTIaHUIO: CO3Ja€TCAd aBTOMATNICCKU

controller.reportIngressStatus.ingressLink

VkaseiBaeT uMms pecypca IngressLink, xoropsrit npemocrasisier goctyn kK mogam ANIC depes cucre-
vy BIG-IP. TP-agpec cucrembr BIG-IP wucrmosnb3syercs Jjiss OTYETOB O COCTOSIHUU pecypcoB Ingress,
VirtualServer u VirtualServerRoute. 3navenne controller.reportIngressStatus.enable 0JKHO
OBITH 3aIaHO KaK true.

Ilo ymomuanuro: ""

controller.reportIngressStatus.enableLeaderElection

Bxrowaer BuIOOD JHmepa, YTOOBI n36€KaTh CUTYaIlnN, KOT/Ia HECKOIBKO PEIINK KOHTPOJIIEpa CcOODIma-
10T O cocTosiHIY pecypcoB Ingress. 3uadenue controller.reportIngressStatus.enable JH0KHO OLITDH
3a/1aHO KakK true.

IIo ymomuanmio: true
controller.reportIngressStatus.leaderElectionLockName
VkaseiBaer nmst ConfigMap B ToM 2Ke MPOCTPAHCTBE MMEH, UYTO M KOHTPOJIIEP, KOTOPOE HUCIOJIb3yeTCs

J1st BIIOKMPOBKY BhIDOpa Jimiepa. 3uadenne controller.reportIngressStatus.enableLeaderElection jromkHO
OBLITH 3aJ1aHO KaK true.

IIo ymosruanuio: cosjiaercss aBTOMATHYIECKN
controller.reportIngressStatus.annotations
Annoranyu K KOHGUIYPAIMOHHON KapTe BLIOOPOB JIXIEpa.
ITo ymomaanmio: {}

controller.pod.annotations

Annorannn noga ANIC.

ITo ymomaanuio: {}
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controller.pod.extralLabels

Jonosaurenbabie 3KcTpa-meTku st moga ANIC.

Io ymosmraanmio: { }

controller.readyStatus.enable

Bxinowaer konednyro To4ky roroBHocTH "/angie-ready". Koneunas Touka Bo3BpalaeT KOJ yCIEITHOTO

3aBeplrenust, ecju Angie 3arpy3mi BCIO KOH(MDUTYPAIMIO MOCTE 3aIyCKa. DTUM TaKXKe HACTPAUBAETCS
npoBepka roroBaocTH st o108 ANIC, KoTopast UCIoIb3yeT KOHEIHYI0 TOYKY TOTOBHOCTH.

IIo ymomuanmio: true

controller.readyStatus.port

HTTP-iopT s KOHEIHOIT TOYKN TOTOBHOCTH.

IIo ymomuanmro: 8081

controller.readyStatus.initialDelaySeconds

Yucno cekyn ¢ 3amycka nmoga ANIC 1o mHUIIMUPOBaHUS TTPOBEPKU MOTOBHOCTH.

Ilo ymomaanuio: 0

controller.enableLatencyMetrics

Bxiogaer c6op MeTpuK 3aepKKU I ancTpuMoB. T pebyercs prometheus.create.
Ilo ymomuanuio: false

controller.minReadySeconds

SamaeT MUHIMAIBHOE KOJMIECTBO CEKYHI, B T€IEHIE KOTOPLIX BHOBb CO3/IAHHBII IO IOIKEH IPUATH B

TOTOBOE cocTOsTHIE 6e3 ¢O0sT KAaKOr0-/Ti00 13 KOHTEHHEPOB, YTOOBI CANTATHCS JOCTYIHBIM; JIOKYMEHTAIIAIO
CM. 3JIECh.

IIo ymomaanmro: O
controller.autoscaling.enabled
Bkirouaer HorizontalPodAutoscaling.
Ilo ymomuanuio: false
controller.autoscaling.annotations

Annorannu HorizontalPodAutoscaler mmaa ANIC.

Io ymomuanuro: {}
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controller.autoscaling.minReplicas

Munumanbuoe uncio peruk jist HPA.

Ilo ymomaanuro: 1

controller.autoscaling.maxReplicas

MakcumasbHoe uncsio periuk juist HPA.

Ilo ymomaanuio: 3
controller.autoscaling.targetCPUUtilizationPercentage
Ilenesoit mporenT 3arpysku LII1.

Ilo ymosraanuro: 50
controller.autoscaling.targetMemoryUtilizationPercentage
IleneBoit TPOIIEHT NCIIOJIB30BAHMS TAMSTH.

Ilo ymosmaanuro: 50
controller.podDisruptionBudget.enabled

Bkirouaer PodDisruptionBudget.

Ilo ymomaanuro: false
controller.podDisruptionBudget.annotations

Amnnoranun ¥ 610/Kkery cooes moga ANIC.

ITo ymomaanuio: {}

controller.podDisruptionBudget.minAvailable

Komuaecrso momoB  ANIC, koTopble JIOJKHBI ~ OBITH  JOCTYIIHBI.

maxUnavailable™ nacTpoiika.

Ilo ymomaanuio: 0

controller.podDisruptionBudget.maxUnavailable

Bzaunmounckiiogaromas

C

Komuuaecrso mogos ANIC, koropbie MOTyT ObITH HEIOCTYIHBI. B3anmouck rodaromas ¢ minAvailable

HACTpPOHKA.

IIo ymosraanwuio: 0
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controller.strategy

3a;1aeT CTpaTeruio 3aM€e€HbI CTapPbIX IIOJ0OB HOBBLIMMU. ﬂOKylVIeHTaHI/IH IO cTpaTerum OOHOBJICHU S pa3Bep-

ThIBAaHUA U CTPpaTEruun obnossieHnst daemonset

ITo ymomuanmio: { }

controller.disableIPV6

B aBnoit hbopme orkirogaer npociymmBarean [PV6 mis y3108, koTopsle He nomepkuBaioT crek IPV6.

Tlo ymomaanuio: false

controller.readOnlyRootFilesystem

HacrpanBaer kopreByo HailyioByIo cucTeMy KaK JOCTYIHYIO TOJIBKO JJjIs YT€HUS U JT00ABJISET TOMa I

BPEMEHHDBIX JTaHHbIX.

IIo ymomuanmro: false

rbac.create

Hacrpansaer RBAC.

Ilo ymomuanuio: true

prometheus.create

ITy6sukyer merpuku ANIC B hopmare Prometheus.

Ilo ymomianuio: true

prometheus.port

HacrpamBaer mopr jj1g moyd4enns METPUK.

Tlo ymomaanuio: 9113

prometheus.scheme

Hacrpausaer cxemy HTTP, ucions3yemyro jjis mogk/rodennit K KOHeIHOU Touke Prometheus.

IIo ymomuannio: http

prometheus.secret

IIpocrpancrBo mmen mim mms TLS-cekpera Kubernetes. Eciin cekper ykazan, oH ucmosb3yercsd st

3aIuUThl KOHeYHOH Toukn Prometheus ¢ momompio TLS-coemnnenmii.

ITo ymosrqanuio: ""
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prometheus.service.create

Cosznaer cepsuc ClusterIP s merpuxk ANIC.

Ilo ymomaanuio: false
prometheus.service.labels

Sagaer Jieitbubl gy cepsuca ClusterIP.

ITo ymosraanuio: service: "anic-prometheus-service"
prometheus.serviceMonitor.create

Cozmaer ServiceMonitor jst merpuk ANIC.

ITo ymosraanuio: false
prometheus.serviceMonitor.labels

3amaer J1eibIbI 4711 cepBuca ServiceMonitor.

Ilo ymosraanuro: Her

2.2 YcTaHoOBKa C NoMoLLbio MaHudecToB

2.2.1 MpepBaputensHble TpeboBaHUs

Heobxomum noctyn k Docker-obpasy B HareMm perno3uTopuun:

[anic .docker.angie.software/

Jia Texymieit Bepcuu JTOCTYIHBI CAEIYOmne 00pa3pL:

anic.docker.angie.software/anic:0.7.3-alpine
anic.docker.angie.software/anic:0.7.3-alpine-debian
anic.docker.angie.software/anic:0.7.3-altlinux

3a mocTymom obpamaiirech Ha infoQwhsrv.ru.

2.2.2 Hactpoiika RBAC

1. CosmaiiTe mpoCcTpaHCTBO MMEH U cepBUCHBIN akkayHT st ANIC:

$ kubectl apply -f - <<EOF
apiVersion: vl

kind: Namespace
metadata:

name: angie-ingress
apiVersion: vl

kind: ServiceAccount
metadata:

name: angie-ingress
namespace: angie-ingress
EOF
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2. Cospnaiite ClusterRole u ClusterRoleBinding:

Mpumep

($ kubectl apply -f - <<EQF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: angie-ingress
rules:
- apiGroups:
- discovery.k8s.io
resources:
- endpointslices
verbs:
- get
- list
- watch
- apiGroups:
_ nn
resources:
- services
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- secrets
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- configmaps
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
nn
resources:
- pods
verbs:
- get
- list
- watch
- update
- apiGroups:
nn
resources:
- namespaces
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verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- events
verbs:
- create
- patch
- list
- apiGroups:
- coordination.k8s.io
resources:
- leases
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:
- list
- watch
- get
- apiGroups:
- networking.k8s.io
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- k8s.angie.software
resources:
- virtualservers
- virtualserverroutes
- globalconfigurations
- transportservers
- policies
verbs:
- list
- watch
- get
- apiGroups:
- k8s.angie.software
resources:
- virtualservers/status
- virtualserverroutes/status
- policies/status
- transportservers/status
- dnsendpoints/status
verbs:
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- update
- apiGroups:
- networking.k8s.io
resources:
- ingressclasses
verbs:
- get
- apiGroups:
- cis.f5.com
resources:
- ingresslinks
verbs:
- list
- watch
- get
- apiGroups:
- cert-manager.io
resources:
- certificates
verbs:
- list
- watch
- get
- update
- Create
- delete
- apiGroups:
- externaldns.angie.software
resources:
- dnsendpoints
verbs:
- list
- watch
- get
- update
- Ccreate
- delete
- apiGroups:
- externaldns.angie.software
resources:
- dnsendpoints/status
verbs:
- update

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
subjects:
- kind: ServiceAccount
name: angie-ingress
namespace: angie-ingress
roleRef:
kind: ClusterRole
name: angie-ingress
apiGroup: rbac.authorization.k8s.io
EOF

L
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2.2.3 CozpaHue pecypcos

3. Hobasbre TLS-ceprudukar B HACTPOUKH:

$ kubectl apply -f - <<EOF

apiVersion: vl

kind: Secret
metadata:

name: default-server-secret

namespace: angie-ingress

type: kubernetes.io/tls

data:

tls.crt: Place TLS Certificate here in base64 format
tls.key: Place TLS Key here in base64 format
EQF

L J

4. obasbre ConfigMap ¢ HacTpoiikamu mas Angie PRO:

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl

metadata:

name: angie-config
namespace: angie-ingress
data:

EQOF

5. Cozpnaiite IngressClass:

($ kubectl apply -f - <<EQF
apiVersion: networking.k8s.io/v1l
kind: IngressClass
metadata:

name: angie

spec:

controller: angie/ingress-controller
EOF

L J

6. CozmaiiTe moab3oBaTenbckue pecypcbl VirtualServer, VirtualServerRoute, TransportServer
u Policy:

Mpumep Virtual Server

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServer
listKind: VirtualServerList
plural: virtualservers
shortNames:
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- Vs
singular: virtualserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServer. If the resource has a
—valid status, it means it has been validated and accepted by ANIC.

jsonPath: .status.state
name: State
type: string

- JjsonPath: .spec.host
name: Host
type: string

- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string

- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string

- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string

- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServer defines the VirtualServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerSpec is the spec of the VirtualServer
—resource.
type: object
properties:
dos:
type: string
externalDNS:
description: ExternalDNS defines externaldns sub-resource of a
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—virtual server.
type: object
properties:
enable:
type: boolean
labels:
description: Labels stores labels defined for the Endpoint
type: object
additionalProperties:
type: string
providerSpecific:
description: ProviderSpecific stores provider specific
—config
type: array
items:
description: ProviderSpecificProperty defines specific
—property for using with ExternalDNS sub-resource.
type: object
properties:
name:
description: Name of the property
type: string
value:
description: Value of the property
type: string
recordTTL:
description: TTL for the record
type: integer
format: int64
recordType:
type: string
host:
type: string
http-snippets:
type: string
ingressClassName:
type: string
policies:
type: array
items:
description: PolicyReference references a policy by name and
—an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
routes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
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properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
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upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an,
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
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properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:

description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
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—in an Action.

—an Action.

—MatchRule.

type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny

type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,

type: object
properties:
argument:
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
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type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
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items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:

2.2. YcraHoBKa C nomouybio maHudgecTos

34




Angie
Software
PykoBogcteo no ycraHoske, Bepcus 0.7.3

action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
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items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect,
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
server-snippets:
type: string
tls:
description: TLS defines TLS configuration for a VirtualServer.
type: object
properties:
cert-manager:
description: CertManager defines a cert manager config for,
—a TLS.
type: object
properties:
cluster-issuer:
type: string
common-name :
type: string
duration:
type: string
issuer:
type: string
issuer-group:
type: string
issuer-kind:
type: string
renew-before:
type: string
usages:
type: string
redirect:
description: TLSRedirect defines a redirect for a TLS.
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type: object

properties:
basedOn:
type: string
code:
type: integer
enable:
type: boolean
secret:
type: string
upstreams:
type: array
items:

description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:

name:
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—for an Upstream.

—for an Upstream.

type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration

type: object
properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration

type: object
properties:
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size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerStatus defines the status for the
—VirtualServer resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
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properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF

Mpumep VirtualServerRoute

r$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualserverroutes.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServerRoute
listKind: VirtualServerRoutelList
plural: virtualserverroutes
shortNames:
- VST
singular: virtualserverroute
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServerRoute. If the resource
—has a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
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- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vl
schema:
openAPIV3Schema:
description: VirtualServerRoute defines the VirtualServerRoute,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerRouteSpec is the spec of thej
—VirtualServerRoute resource.
type: object
properties:
host:
type: string
ingressClassName:
type: string
subroutes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the;
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—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an
—Action.
type: object
properties:
code:
type: integer
url:
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type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect,
—~for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
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type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in ang
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object

properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
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type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,
—MatchRule.
type: object
properties:
argument :
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
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properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header,
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string

ignore:
type: array
items:
type: string
pass:
type: array
items:

type: string
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rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
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—Header.

—in an Action.

properties:
requestHeaders:
description: ProxyRequestHeaders defines,

—the request headers manipulation in an ActionProxy.

type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines

—the response headers manipulation in an ActionProxy.

type: object
properties:
add:
type: array
items:
description: AddHeader defines an,

—HTTP Header with an optional Always field to use with the add_header directive.

type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object
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properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:

type: boolean
fails:

type: integer
grpcService:

type: string
grpcStatus:
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—for an Upstream.

type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
Jjitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration,

type: object
properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer
ntlm:
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type: boolean
port:
type: integer
queue:
description: UpstreamQueue defines Queue Configuration
—for an Upstream.
type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—.session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
B3
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerRouteStatus defines the status for the
—VirtualServerRoute resource.
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type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
referencedBy:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}

EQF

Mpumep TransportServer

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: transportservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: TransportServer
listKind: TransportServerList
plural: transportservers
shortNames:
- ts
singular: transportserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the TransportServer. If the resource has
—a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
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- jsonPath: .status.reason
name: Reason
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vlalphal
schema:
openAPIV3Schema:
description: TransportServer defines the TransportServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: TransportServerSpec is the spec of the
—TransportServer resource.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
host:
type: string
ingressClassName:
type: string
listener:
description: TransportServerListener defines a listener for a
—TransportServer.
type: object
properties:
name:
type: string
protocol:
type: string
serverSnippets:
type: string
sessionParameters:
description: SessionParameters defines session parameters.
type: object
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properties:
timeout:
type: string
streamSnippets:
type: string
tls:
description: TLS defines TLS configuration for a
—TransportServer.
type: object
properties:
secret:
type: string
upstreamParameters:
description: UpstreamParameters defines parameters for ang
—upstream.
type: object
properties:
connectTimeout:
type: string
nextUpstream:
type: boolean
nextUpstreamTimeout:
type: string
nextUpstreamTries:
type: integer
udpRequests:
type: integer
udpResponses:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
failTimeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
enable:
type: boolean
fails:
type: integer
interval:
type: string
jitter:
type: string
match:
description: Match defines the parameters of a,
—custom health check.
type: object
properties:
expect:
type: string
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send:
type: string
passes:
type: integer
port:
type: integer
timeout:
type: string
loadBalancingMethod:
type: string
maxConns:
type: integer
maxFails:
type: integer
name:
type: string
port:
type: integer
service:
type: string
status:
description: TransportServerStatus defines the status for the
—TransportServer resource.
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EQF

Mpumep Policy

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: policies.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: Policy
listKind: PolicyList
plural: policies
shortNames:
- pol
singular: policy
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scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the Policy. If the resource has a valid
—status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy..
—0nly one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
basicAuth:
description: 'BasicAuth holds HTTP Basic authentication
—configuration policy status: preview'
type: object
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properties:
realm:
type: string
secret:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressClassName:
type: string
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
crlFileName:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
oidc:
description: OIDC defines an Open ID Connect policy.
type: object
properties:
clientID:
type: string
clientSecret:
type: string
authEndpoint:
type: string
jwksURI:
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type: string

tokenEndpoint:
type: string
scope:
type: string
accessTokenEnable:
type: boolean
rateLimit:

description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
status:
description: PolicyStatus is the status of the policy resource
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
- name: vlalphal
schema:
openAPIV3Schema:
description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to they
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
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kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io0/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
verifyClient:
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type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
rateLimit:
description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
served: true
storage: false
EQF

7. Ecim myx)Ho ucnosb3oBarh b6amancupoBimuk Harpys3ku st TCP- u UDP-coequnennii, mobasbre
GlobalConfiguration:

Mpumep

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: globalconfigurations.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: GlobalConfiguration
listKind: GlobalConfigurationList
plural: globalconfigurations
shortNames:
- gc
singular: globalconfiguration
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scope: Namespaced
versions:
- name: vlalphal
schema:
openAPIV3Schema:
description: GlobalConfiguration defines the GlobalConfiguration,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: GlobalConfigurationSpec is the spec of thej
—GlobalConfiguration resource.
type: object
properties:
listeners:
type: array
items:
description: Listener defines a listener.
type: object
properties:
name:
type: string
port:
type: integer
protocol:
type: string
served: true
storage: true
EOF

.
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2.2.4 PasBeptbiBaHne ANIC

8. Ilomumep:xuBarorcs aABa BapuaHTa ucrnoiab3opannsa ANIC:

e Deployment: MCHOJB3yTE STOT THUI PA3BEPTLIBAHMS, €CJIM ILJIAHUPYETE JTUHAMUYECKHA W3MEHSATD
kosimaecTBO peruk ANIC.

Mpumep Deployment

($ kubectl apply -f - <<EOF

apiVersion: apps/vl

kind: Deployment

metadata:
name: angie-ingress
namespace: angie-ingress

spec:
replicas: 1
selector:

matchLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
#annotations:
#prometheus. 10/scrape: "true"
#prometheus. 1o/port: "9113"
#prometheus. to/scheme: htip
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true
securityContext:
seccompProfile:
type: RuntimeDefault
# fsGroup: 101 #angie
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "O"

volumes:

- nmame: angie-etc
emptyDir: {}

- nmame: angie-cache
emptyDir: {}

- name: angie-1l1b
emptyDir: {}

- name: angie-log
emptyDir: {}

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80

- name: https
containerPort: 443
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- name: readiness-port

containerPort: 8081
- name: prometheus

containerPort: 9113
readinessProbe:

httpGet:

path: /angie-ready
port: readiness-port

periodSeconds: 1
resources:

requests:

cpu: "100m"
memory: "128Mi"
#limits
# cpu: "1"
# memory: "1Gi"
securityContext:
allowPrivilegeEscalation: false
runAsUser: 101 #angie
runAsNonRoot: true
capabilities:
drop:
- ALL
volumelounts:
- mountPath: /etc/angie
name: angie-etc
- mountPath: /var/cache/angie
name: angie-cache
- mountPath: /var/lib/angie
name: angie-1ib
- mountPath: /var/log/angie
name: angie-1log
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:

- -angie-configmaps=$(POD_NAMESPACE) /angie-config
#- -default-server-tls-secret=$(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -enable-cert-manager
#- -enable-external-dns
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration

J

e DaemonSet: ucnoJib3yiiTe 9TOT TUI, ecju ianupyere passeprhiBarh ANIC Ha KaxkI0M y3Je Kia-
cTepa WA MOJMHOXKECTBE Y3JI0B.
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Mpumep DaemonSet

($ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: DaemonSet
metadata:

name: angie-ingress

namespace: angie-ingress
spec:

selector:

matchlLabels:

app: angie-ingress

template:
metadata:

labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress

spec:

serviceAccountName: angie-ingress

automountServiceAccountToken: true

securityContext:
seccompProfile:
type: RuntimeDefault
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "0"

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
hostPort: 80

- name: https
containerPort: 443
hostPort: 443

- name: readiness-port
containerPort: 8081

- name: prometheus
containerPort: 9113

readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1
resources:
requests:
cpu: "100m"
memory: "128Mi"
env:

- name: POD_NAMESPACE

valueFrom:
fieldRef:
fieldPath: metadata.namespace

- name: POD_NAME
valueFrom:

fieldRef:
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fieldPath: metadata.name
args:
- -angie-configmaps=$(POD_NAMESPACE)/angie-config
#- -default-server-tls-secret=§(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration
EOF

2.3 lNMopaknioveHue nNUUEH3nUNn

Tepen yemanoskoi ANIC HeOOXOAUMO MOJIKIIOUATE JIMIIEH3NUIO C MIOMOIIBIO daiira licence.pem. Daiin
licence.pem COJEPXKUT JINIIEH3NOHHBIN KJIIOY U [TOJITBepKAaeT paBo Ha ucrnosb3oBanne ANIC. Tlosy-
9UATH €ro MOXKHO, OOPATHBIINCH B TEXHUIECKYIO TOJIEPXKKY WJIM CKAYaB B JIMTYHOM KabWHeTe.

YT00bI MOAKIIOYUTD JIUIEH3UIO, BBITIOJHATE CJIEIYOIINE IITar:

1.

CozpaiiTe CeKpeT C JIMIEH3UOHHBIM KJIIOUOM:

apiVersion: vl

kind: Secret

metadata:
name: angie-pro-secret
namespace: default

data:
angiePro.license: <licence.pem>

3mech <licence.pem> - JIMIEH3UOHHBINA KJII0Y, 3aKOAMPOBAHHBIM B Base64, u3 daiisa licence.pem.

IIpumep xonBepranuu B Linux:

[$ cat license.pem | base64 -wO

IIpumep BBIBOTA:

LSOtLS1CRUAJTiBMSUNFTINFLSOtLSOKZDISeWEyVnl. .. ... ..ot
—1FTkQgQOVSVE1GSUNBVEUtLSOtLQo=

2. Hobasbre cekper B daiis values.yaml.

st aroro Haityure B values.yaml nmapamerp angieProlicense u j06aBbTe JJIsl HENO 3HAMECHHE
<IpOCTPAHCTBO WMEH/HUMS CEKpeTa>, HAIPUMEp:

[angieProLicense: "default/angie-pro-secret"

Hanee nponomkute ycranosky ANIC no unempyruui.
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2.4 YcrtaHoBKa n HacTpoiika ana AHaekc.Obnaka

B sTom pazzerne onmcana ycranoska u Hactpoiika ANIC B kagecrse Ingress g Amgexc.Obaka.
2.4.1 HacTtpoiika nokanbHown pabouein cpeabl ans pabotsl ¢ Kubernetes n Au-
nekc.Obnakom

Ipumep aus Ubuntu 24/04.

1. Ckauaiire u ycranosure CLI (YC) mia yupasienus pecypcamu B Adunexc.Obaxe:

{$ curl -sSL https://storage.yandexcloud.net/yandexcloud-yc/install.sh | bash J
$ yc init

Bamycrurcs upomnecc nHactpoiiku CLI, rme morpebyercst BBecTm TOKeH it jocryma B AH-
nekc.O6mako. TokeH MOXKHO TOJIYYnUTh 1O cehblike https://oauth.yandex.ru/verification code.

2. Hobasbre napaMerpsl noakiodenus k Kubernetes-kiacrepy (Hanpumep, otus) B daitr ~/ . kube/
config 1 NOAKJIIOUYNTECH K KJIacCTepy:

[$ yc managed-kubernetes cluster get-credentials otus --external }

3. IIpoBepbre KOHMUIYPAIUIO KJIACTEPA, HOJBI U JIOCTYIIHbIE CEPBUCHL:

$ kubectl config view
$ kubectl get nodes
$ kubectl get svc

2.4.2 MonyyeHune poctyna k obpasy ANIC

1. Cosnaiire Docker-cekper.

Bemmosaure aBropusaruio 8 Docker Registry, 4ro0br mosyanTs moctym K 06pasy:

£$ docker login -u=<login> -p=<password> anic.docker.angie.software }

ITocne ycuemmnoit aBropusaruu uHdopMaluss 0 goctyie Oymer coxpanena B daitie ~/.docker/
config. json.

2. Coszpaiite cexkper i Kubernetes, ucnonbssyst daitn Docker-kouduryparm:

$ kubectl create secret generic regcred \
--from-file=.dockerconfigjson=$H0OME/.docker/config. json \
--type=kubernetes.io/dockerconfigjson

Cekper regcred OyeT UCIOIB30BATHCS JJIs JOCTYIIa K IpUBaTHBIM obpa3aMm B Kubernetes.

2.4.3 Tlony4yeHune n Hactpoiika Helm-yapTtos

1. Cruonupyitte Helm-gaprer u3 penosuropusi:

$ git clone https://git.angie.software/web-server/anic-helm-charts.git
$ cd anic-helm-charts/anic/

2. Orpenakrupyiite values.yaml. YKa)XuTe WMsI CO3JAHHOINO CEKpeTa [JIsl JOCTyla K obpas3am u
BKJIIOYUTE TOJJEPXKKY MEHeIKepa cepTUhUKATOB:
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imagePullSecretName: "regcred"

enableCertManager: true

3. Cobepure u ycTaHOBUTE JapT:

[SB helm install anic . }

4. ObuoBuTe 4apT:

[SB helm upgrade anic . }

2.4.4 3anyck meHea>kepa cepTudunkaTos

1. YcramoBure cert-manager st yupasienus cepruduraramu. Pabora TecTupoBasach Ha IIpuMepe
Bepcun 1.12.1:

$ kubectl apply -f https://github.com/cert-manager/cert-manager/releases/
—download/v1.12.1/cert-manager.yaml

2. ¥Y6eaurech, 4TO TPU NOJA Cert-manager HAXOJATCS B COCTOSTHAM running ¢ rotoBHoCThIO 1/1:

[$ kubectl get pods -n cert-manager --watch }

3. Cosmnaiire oobexT Clusterlssuer mist Beiycka cepTuduKaTOB:

http01-clusterissuer.yaml

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: httpOl-clusterissuer
spec:
acme:
server: https://acme-v02.api.letsencrypt.org/directory
email: test@test.ru
privateKeySecretRef:
name: httpOl-clusterissuer-secret
solvers:
- httpO1:
ingress:
class: angie

B srom mpummepe cert-manager HaCTPOEH JiIsi aBTOMATHYECKON Bblgaun ceptudukaros or Let's
Encrypt ¢ momompio HTTP-01 nposepku.

4. Ilpumenure manudect st obbekta Clusterlssuer:

[$ kubectl apply -f httpOl-clusterissuer.yaml }

Tloce BBIIOIHEHWST BCeX IIArop, y Bac OyzeT HacTpoeH joctyn K obpasy ANIC, uapr passepHyT B
Kubernetes, a cert-manager Oyzier ynpaBisaTh cepTuduKaTaMH.
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2.4.5 PasBeptbiBaHne ANIC n tectoBoro npunoxervusi 8 Kubernetes

1. Hacrpoiite momen u mouck sHerrnero [P-agpeca. Cosmaiite Ingress-pecypce, cepBuc u nemoitMeHT

JJIgd TeCTOBOTO IPUJIOZKEHUA.

3aMeHuTe JO0MeHHOe MMsi otus-kube.mtdlb.ru Ha Bam jeiictByromuit jgomen. Bremnuit IP-
aJipec KJacrepa MoKHO Haiitu B fuiekc.Obsake B pasjese Managed Service for Kubernetes
— Knacteps — otus — Cets. J1oT [P-azpec OyaeT MCHOIb30BATHCS [IJIsl TPUBSI3KU JTOMEHA.

app-angie.yaml

apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: minimal-ingress
annotations:

cert-manager.io/cluster-issuer: "httpOl-clusterissuer"
acme.cert-manager.io/httpOl-edit-in-place: "true"

spec:
ingressClassName: angie
tls:
- hosts:
- otus-kube.mtdlb.ru
secretName: domain-name-secret
rules:
- host: otus-kube.mtdlb.ru
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: app
port:

number: 80

apiVersion: vl
kind: Service
metadata:

name: app
spec:

selector:

app: app

ports:

- protocol: TCP
port: 80
targetPort: 80

apiVersion: apps/vl
kind: Deployment
metadata:
name: app-deployment
labels:
app: app
spec:
replicas: 1
selector:
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matchLabels:
app: app
template:
metadata:
labels:
app: app
spec:
containers:
- name: app
image: angie:latest
ports:
- containerPort: 80

2. 3amycrure TPUIOXKEHUE:

[$ kubectl apply -f app-angie.yaml

3. IIposepsbre cratyc SSL-ceprudukara u ero cekper B Kubernetes:

$ kubectl describe certificate domain-name-secret
$ kubectl describe secret domain-name-secret

2.4.6 lNpoBepka paboThI

Otkpoiite B Gpaysepe [IOMeH, KOTOPBIl Bbl yKa3ajau B KoHdwurypaiuu (Hampumep, https://otus-kube.

mtdlb.ru).

Ecnu BosHuKaoT mpodiemMbl, MOXKHO ITPOBEPUTH JIOTH TIOIOB:

[$ kubectl logs -1 app=app

J

Takzke MoxkuO nocMmorperh Kouduryparmio ANIC (nogcrasbre B anic-64££957589-j1g7s uMs moga ¢

ANIC B Bamem kJacrepe):

[$ kubectl exec anic-64ff957589-jlg7s -- angie -T

2.4.7 YpaneHune pa3BepHYTOro NpujaoXxeHus

Ecan my)xHo y1agmTh Bce CO3JaHHBIE PECYPCHI, BBIIOJHUTE:

[$ kubectl delete -f app-angie.yaml

2.4.8 Mpokcnposarvue TCP-tpaduka yepes ANIC B Kubernetes

Huxke npusenen mpumep nacrpoiiku npokcupoanusi TCP-Tpaduka mis qocryma k MySQL.

IIpeasapurensno HeoOxomuMo BKIIOUYNTHL globalConfiguration B values.yaml gapra, 3a CYeT HEro

MOKHO OIIpeJe/uTh listener.

1. VYcranoBuTe 4apT ¢ BBIK/IIOYEHHBIM I1apaMeTpoM globalConfiguration:

globalConfiguration:

## Creates the GlobalConfiguration custom resource. Requires controller.
—enableCustomResources.

create: false
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2. BpimosanTEe KOMaHIY:

[$ helm upgrade anic

)

3. Temeps ycraHoBuTE YapT C BKJIOYEHHBIM apamMerpom globalConfiguration m mobasere TCP-

IIPOCJIYIIINBATEb:

globalConfiguration:

—~enableCustomResources.
create: true

spec:

listeners:

# - mame: dns-udp

# port: 5353

# protocol: UDP

- name: mysql-tcp
port: 13306
protocol: TCP

.

## Creates the GlobalConfiguration custom resource. Requires controller.

## The spec of the GlobalConfiguration for defining the global configuration
—parameters of the Ingress Controller.

4. O6HoBHUTE TAPT:

[$ helm upgrade anic

Tenepsr ANIC 6yuer caymars TCP-tiopr 13306 myis noaxiiouenus Kk MySQL.

5. CozpmaiiTe ceKpeT ¢ mapoJsieM root:

mysql-seceret.yaml

rainersion: vl
kind: Secret
metadata:
name: mysql-secret
type: kubernetes.io/basic-auth
stringData:
password: kljJ218qg23cujvdshi

L

6. Cosnaiire nocrosiuaoe Xpanusuie (volume) st MySQL:

mysql-storage.yaml

(ainersion: vl
kind: PersistentVolume
metadata:
name: mysql-pv-volume
labels:
type: local
spec:
storageClassName: manual
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
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L

hostPath:
path: "/mnt/data"
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: mysql-pv-claim
spec:
storageClassName: manual
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi

7. Paszsepunre cam MySQL:

mysql-deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
name: mysql
spec:
selector:
matchlLabels:
app: mysql
strategy:
type: Recreate
template:
metadata:
labels:
app: mysql
spec:
containers:
- image: mysql:8.0
name: mysql

env:
- name: MYSQL_ROOT_PASSWORD
valueFrom:

secretKeyRef:
name: mysql-secret
key: password
ports:
- containerPort: 3306
name: mysql
volumeMounts:
- name: mysql-persistent-storage
mountPath: /var/lib/mysql
volumes:
- name: mysql-persistent-storage
persistentVolumeClaim:
claimName: mysql-pv-claim
apiVersion: vl
kind: Service
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metadata:
name: mysql
spec:
ports:
- port: 3306
selector:

app: mysql

8. Cosmaiire cepsuc myst MySQL:

mysql-service.yaml

(ainersion: vl
kind: Service
metadata:
name: mysql-ext
spec:
type: LoadBalancer
ports:
- port: 13306
name: mysql
targetPort: 13306
# Kubernetes-memku ceanekmopa, UCROAbL308GHHbIE 8 Wabaore nodos npu CO030AHUUY,
—o0bsexma Deployment.
selector:

app: mysql-tcp

9. Hacrpoiite ANIC g MySQL:

anic-mysql.yaml

apiVersion: k8s.angie.software/vlialphal
kind: TransportServer
metadata:
name: mysql-tcp
spec:
listener:
name: mysql-tcp
protocol: TCP
upstreams:
- name: mysql
service: mysql

port: 3306
action:
pass: mysql

.

10. IlpumenuTe HACTPOUKHU, YTOOBI pa3BEPHYTH CEPBUC:

$ kubectl apply -f mysql-secret.yaml

$ kubectl apply -f mysql-storage.yaml

$ kubectl apply -f mysql-deployment.yaml
$ kubectl apply -f mysql-service.yaml

$ kubectl apply -f anic-mysql.yaml

Teneps Tpacduk #Ha moprt 13306 Gymer nepenarnpasisaTbes B MySQL.
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11. TIposepbTe craryc:

$ kubectl get svc # Cnucok cepeucoe

$ kubectl describe gc # Onucanue GlobalConfiguration
$ kubectl describe ts mysql-tcp # OnucaHnue TCP-listener
$ kubectl describe service anic # Hngopmayus o6 ANIC

2.5 Murpauyusa c Ingress-NGINX Controller Ha ANIC

g murpanuun ANIC joikeH OBITH ycmarosieh Ha TOM Ke Xocre, riae yxke paboraer Ingress-NGINX
Controller.

2.5.1 lMNepeHoc koHpuUrypauumn

1. Hacrpoiite ConfigMap myiss ANIC, nobaBus obiiue mapaMerpsl Jjisi Bcex Ingress. 9Tu napamer-
PBI OYIyT MCIIOJIB30BATHCS 1O YMOJIAHUIO JJIsI BCeX Ingress, ecii KOHKPETHBIN MaHU(pECT uxX He
TIepeoIpeIeIseT.

2. B manudecrax mys cepsucoB namennte apaotarmuu Ingress-NGINX Controller na coorBercTByTo-
mue anaoranun ANIC, rioe 910 HEOOXOIAUMO.

Jlst apnoTanuii, KotTopsle He nopuep:kusaiorcsa B ANIC, ucrionbayiite 1pyrue BapuaHThbl HACTPOHKH
koudurypanuu (CM. IPUMEpPbl HUKE).

3. Ilo ouepenu mepenecure MaHUMECTHI JJIs CEPBUCOB, IPOBEPsisi, YTO KaXKIbIil MaHudect paboraer
KOPPEKTHO.

O IIpumeuannue

He pekomenmyercs mamensTs mose spec B pecypce Ingress. Peammsamun Ingress-NGINX Controller
u ANIC ornmgaiorcst, 970 MOYXKET IPUBECTH K IMPOOIeMaM COBMECTHMOCTH.

2.5.2 CooTBeTcTBus A1 aHHOTaLWA

B Tabsinne Huke npusesenbl anHotaruu Ingress-NGINX Controller ¢ 95KBUBaJIEHTHBIME aHHOTAIUSMEI

ANIC.
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Ingress-NGINX Controller

ANIC

nginx.ingress.kubernetes.

configuration-snippet

nginx.ingress.kubernetes.
nginx.ingress.kubernetes.

proxy-buffering
nginx.ingress.kubernetes
proxy-buffers-number

nginx.ingress.kubernetes.

proxy-buffer-size

nginx.ingress.kubernetes.

proxy-connect-timeout

nginx.ingress.kubernetes.

proxy-read-timeout

nginx.ingress.kubernetes.

proxy-send-timeout
nginx.ingress.kubernetes
rewrite-target

nginx.ingress.kubernetes.

server-snippet

nginx.ingress.kubernetes.

io/

io/load-balance
io/

.io/

io/

io/

io/

io/

.io/

io/

io/ssl-redirect

angie.software/location-snippets

angie.software/lb-method

angie.software/proxy-buffering
angie.software/proxy-buffers
angie.software/proxy-buffer-size
angie.software/proxy-connect-timeout
angie.software/proxy-read-timeout

angie.software/proxy-send-timeout

angie.software/rewrites

angie.software/server-snippets

ingress.kubernetes.io/ssl-redirect

Tomuerit crincok annorarmit ANIC cMm. B pazzese Paciupentast KOHGUTYpAIHs ¢ ITOMOIIBIO AHHOTAIMIA.

2.5.3 TnhobanbHan koHcpurypaumus c nomowbto ConfigMap

B rabmmme auke mpuseseno kiaoun ConfigMap B Ingress-NGINX Controller n ux sxpuBasentst B ANIC.

Ingress-NGINX Controller ANIC
disable-access-log access-log-off
hsts hsts

hsts-include-subdomains
hsts-max-age
http-snippet
keep-alive
keep-alive-requests
load-balance
location-snippet
log-format-escape-json
log-format-stream
log-format-upstream
main-snippet
max-worker-connections
max-worker-open-files
proxy-body-size
proxy-buffering
proxy-buffers-number
proxy-buffer-size
proxy-connect-timeout
proxy-read-timeout
proxy-send-timeout

server-name-hash-bucket-size
proxy-headers-hash-max-size

hsts-include-subdomains
hsts-max-age
http-snippets
keepalive-timeout
keepalive-requests
1b-method
location-snippets

log-format-escaping: "json"

stream-log-format
log-format
main-snippets
worker-connections
worker-rlimit-nofile
client-max-body-size
proxy-buffering

proxy-buffers: number size
proxy-buffers: number size

proxy-connect-timeout
proxy-read-timeout
proxy-send-timeout

server-names-hash-bucket-size
server-names-hash-max-size

NPOAOKAETCS Ha Credytoweli cTpaHnue
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

Ingress-NGINX Controller

ANIC

server-snippet

server-tokens
upstream-keepalive-connections
use-http2

use-proxy-protocol
variables-hash-bucket-size
worker-cpu-affinity
worker-processes
worker-shutdown-timeout

server-snippets
server-tokens

keepalive

http2

proxy-protocol
variables-hash-bucket-size
worker-cpu-affinity
worker-processes
worker-shutdown-timeout

2.5.4 Tlpumepesbl

Hacrtpoiika tepmunayuu SSL v mapwpytusauumnm Ha ocHose HT TP-nyten

Ingress-NGINX Controller:

apiVersion: networking.k8s.io/vl

kind: Ingress
metadata:
name: nginx-test
spec:
tls:
- hosts:
- foo.bar.com
secretName: tls-secret
rules:
- host: foo.bar.com
http:
paths:
- path: /login
backend:

serviceName: login-svc

servicePort: 80
- path: /billing

serviceName: billing-svc

servicePort: 80

ANIC:

apiVersion: networking.k8s.io/v1

kind: VirtualServer

metadata:
name: anic-test
spec:
host: foo.bar.com
tls:
secret: tls-secret
upstreams:

- name: login
service: login-svc
port: 80

- name: billing
service: billing-svc
port: 80
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routes:
- path: /login
action:
pass: login
- path: /billing
action:
pass: billing

Hacrtpoiika 6anancuposku Harpy3dku TCP/UDP u TLS Passthrough

ANIC upenocrasasier nocryn k TCP- u UDP-cepBucam ¢ momorpio pecypcoB TransportServer u

GlobalConfiguration. Ingress-NGINX Controller ucnosbsyer jgist sroit nesin ConfigMap.

KaHapeeuHble pa3BepTbiBaHUS

Kanapeeunsle u cuHe-3ejieHble paspepThiBanns (canary deployment n blue-green deployment) mossosisi-
0T BHEJDSATH U3MEHEHHUsI B KOJ B IPOJAKIIH-CPese, He npepbiBas pabory mosb3oBareseil. ANIC BbI-
[TOJTHSIET Pa3BEPTHIBAHUS HA YPOBHE Hepemadn maHubix: 9To0bl mepeiitu ¢ Ingress-NGINX Controller na
ANIC, nmeobxommmo conocraputh annoranun Ingress-NGINX Controller ¢ pecypcamu VirtualServer u

VirtualServerRoute B ANIC.

Ingress-NGINX Controller obpabaTbiBaeT KaHapeeUHbIe AHHOTAIIMK B CJIEYIOIIEM TOPSIIIKE:

1. nginx.ingress.kubernetes.io/canary-by-header

2. nginx.ingress.kubernetes.io/canary-by-cookie

3. nginx.ingress.kubernetes.io/canary-by-weight

O IIpumeuannue

Yrobsl Kanapeednbie anHoTanun waTeprnpernposaanch B ANIC anajmorndno, oHI JIOJXKHBI PaCIoia-

rarbest B Manudecre VirtualServer mian VirtualServerRoute B Tom ke mopsijike.

nginx.ingress.kubernetes.io/canary-by-header

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"
nginx.ingress.kubernetes.io/canary-by-header:

"httpHeader"

ANIC:

matches:

- conditions:

- header: httpHeader
value: never

action:

pass: echo

- header: httpHeader
value: always
action:

pass: echo-canary
action:

pass: echo
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Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"

nginx.ingress.kubernetes.io/canary-by-header: "httpHeader"

nginx.ingress.kubernetes.io/canary-by-header-value: "my-value"

ANIC:

matches:
- conditions:

- header: httpHeader

value: my-value
action:
pass: echo-canary

action:

pass: echo

nginx.ingress.kubernetes.io/canary-by-cookie

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"

nginx.ingress.kubernetes.io/canary-by-cookie:

"cookieName"

ANIC:

matches:
- conditioms:
- cookie: cookieName
value: never
action:
pass: echo
- cookie: cookieName
value: always
action:
pass: echo-canary
action:
pass: echo

Ynpasnenue Tpacdukom

Annoranuu Ingress-NGINX Controller, st KOTOPBIX II0OKa HET COOTBETCTBYIONIMX IOJIEH B pecypcax

ANIC, neobxomumo 06pabaTbBaTh ¢ HOMOIILIO (GPArMEHTOB (CHUIIIETOB).

(5 ) IIpumeuanue

s paboThl B YapTe HEOOXOIMMO yCTAaHOBUTH controller.enableSnippets B true.

B npumepax mmxe amnorarmu Ingress-NGINX Controller comocrapiensr ¢ pecypcamu VirtualServer u

VirtualServerRoute B ANIC.
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custom-http-errors

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/custom-http-errors: "code"
nginx.ingress.kubernetes.io/default-backend: "default-svc"

ANIC:

errorPages:
- codes: [code]
redirect:
code: 301
url: default-svc

limit-connections

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/limit-connections: "number"

ANIC:

http-snippets: |
limit_conn_zone $binary_remote_addr zone=zone_name:size;
routes:
- path: /path
location-snippets: |
limit_conn zone_name number;

limit-rate

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rate: "number"
nginx.ingress.kubernetes.io/limit-rate-after: '"number"

ANIC:

location-snippets: |
limit_rate number;

limit_rate_after number;

limit-rpm

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rpm: "number"
nginx.ingress.kubernetes.io/limit-burst-multiplier: "multiplier"

ANIC:

rateLimit:
rate: numberr/m
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burst: number * multiplier
key: ${binary_remote_addr}
zoneSize: size

limit-rps

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rps: "number"
nginx.ingress.kubernetes.io/limit-burst-multiplier: "multiplier"

ANIC:

ratelLimit:
rate: numberr/s

burst: number * multiplier
key: ${binary_remote_addr}
zoneSize: size

limit-whitelist

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/limit—whitelist: "CIDR"

ANIC:

http-snippets: |
server-snippets: |

rewrite-target

Ingress-NGINX Controller:

[nginx. ingress.kubernetes.io/rewrite-target: "URI" ]
ANIC:
[rewritePath: "URI" ]

MaHVII'IyHSIU,VI'iI 3arosioBkamum

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/enable-cors: "true"
nginx.ingress.kubernetes.io/cors-allow-credentials: "true"

nginx.ingress.kubernetes.io/cors-allow-headers: :samp: X-Forwarded-For"

nginx.ingress.kubernetes.io/cors-allow-methods: "PUT, GET, POST, OPTIONS"

nginx.ingress.kubernetes.io/cors-allow-origin: "*"
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nginx.ingress.kubernetes.io/cors-max-age: "seconds"

ANIC:

VceranoBka s Ingress Bo3MOXKHA € TIOMOIIBIO aHHOTAIMK angie.software/location-snippets. s
paboThl B 4apTe HEeOOXOMMO YCTAHOBHUTH controller.enableSnippets B true.

Ingress:
annotations:
angie.software/location-snippets |
add_header 'Access-Control-Allow-Origin' '*x' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS' always;
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-
—Modified-Since,Cache-Control,Content-Type,Range' always;
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range'
—always;

VirtualServer
responseHeaders:
add:
- name: Access-Control-Allow-Credentials
value: "true"
- name: Access-Control-Allow-Headers
value: :samp: X-Forwarded-For~
- name: Access-Control-Allow-Methods
value: "PUT, GET, POST, OPTIONS"
- name: Access-Control-Allow-Origin
value: "x*"
- name: Access-Control-Max-Age
value: "seconds"

MpokcupoBaHue n DanaHcMpoBKa Harpy3ku

B rabmumne ke npusenensl annoTarun Ingress-NGINX Controller n mapameTpsl B 1ojie upstream st
pecypcoB VirtualServer u VirtualServerRoute.

Ingress-NGINX Controller ANIC
nginx.ingress.kubernetes.io/load-balance 1b-method
nginx.ingress.kubernetes.io/ buffering
proxy-buffering

nnginx.ingress.kubernetes.io/ buffers
proxy-buffers-number

nginx.ingress.kubernetes.io/ next-upstream
proxy-next-upstream

nginx.ingress.kubernetes.io/ next-upstream-timeout
proxy-next-upstream-timeout

nginx.ingress.kubernetes.io/ read-timeout
proxy-read-timeout

nginx.ingress.kubernetes.io/ send-timeout
proxy-send-timeout

nginx.ingress.kubernetes.io/ use-cluster-ip

service-upstream
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AyteHtudmkaums mTLS

ANIC moxer obpabareiBarh ayrenTudukanuio mTLS Ha yposHe BxomHoro Tpaduka, Tpedyst IpeIocTas-
JIEHUsI NeACTBUTEIbHBIX CePTUMUKATOB I BHENHUX coenuuennii. HacTpoiika peasun3yercs ¢ MOMOIIBIO

pecypcos Policy, coorsercrBytomux annorarusm Ingress-NGINX Controller.

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/auth-tls-secret: secretName
nginx.ingress.kubernetes.io/auth-tls-verify-client: "on"
nginx.ingress.kubernetes.io/auth-tls-verify-depth: "1"

ANIC:

ingressMTLS:
clientCertSecret: secretName
verifyClient: "on"

verifyDepth: 1

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/proxy-ssl-secret: "secretName"
nginx.ingress.kubernetes.io/proxy-ssl-verify: "on|off"
nginx.ingress.kubernetes.io/proxy-ssl-verify-depth: "1"
nginx.ingress.kubernetes.io/proxy-ssl-protocols: "TLSv1.2"
nginx.ingress.kubernetes.io/proxy-ssl-ciphers: "DEFAULT"
nginx.ingress.kubernetes.io/proxy-ssl-name: "server-name"
nginx.ingress.kubernetes.io/proxy-ssl-server-name: "on|off"

ANIC:

egressMTLS:
tlsSecret: secretName

verifyServer: true|false
verifyDepth: 1
protocols: TLSv1.2
ciphers: DEFAULT
sslName: server-name

serverName: truel|false

CoxpaHeHue ceccwii

st coxpanenust ceccuit B ANIC ucmonssyrorest pecypest Policy. B Ingress-NGINX Controller ucrosts-

3YIOTCAd COOTBETCTBYIONINE aHHOTAITUM.

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/affinity: "cookie"
nginx.ingress.kubernetes.io/session-cookie-name: "cookieName"
nginx.ingress.kubernetes.io/session-cookie-expires: "x"
nginx.ingress.kubernetes.io/session-cookie-path: "/route"
nginx.ingress.kubernetes.io/session-cookie-secure: "true"

2.5. Murpauus c Ingress-NGINX Controller na ANIC
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ANIC:

sessionCookie:
enable: true

name: cookieName
expires: xh

path: /route

secure: true

AyTteHTudmkauusn yepes BHeLWHUT cepBuUC

Ingress-NGINX Controller:

[nginx. ingress.kubernetes.

io/auth-url

ANIC:

Ucnosnb3yercst cobcTBeHHAs! peasn3anus (IpuMeHnMa TOJIbKO st VirtualServer): macrpoiika OIDC.

Mpussaska sticky-ceccuii yepe3 cookie

Ingress-NGINX Controller:

nginx.ingress.kubernetes.
nginx.ingress.kubernetes.
nginx.ingress.kubernetes.
nginx.ingress.kubernetes.

io/affinity: "cookie"
io/session-cookie-name: '"cookie_name'"
io/session-cookie-expires: "seconds"
io/session-cookie-path: "/route"

ANIC:

angie.software/sticky-cookie-services: "serviceName=example-svc cookie_name,
—expires=time path=/route"

2.5. Murpauus c Ingress-NGINX Controller na ANIC
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AprymeHTbl KOMaHAHOW| CTPOKU

ANIC nognepuBaet psiji apryMeHTOB KOMaHIHOW cTpoku. Crocod yKazaHust ITUX ApryMEHTOB 3aBUCUT
oT Toro, Kak Bbl ycranasiausaere ANIC:

e Ecim Bbl ucnosnb3yere manugecmo, Kubernetes (Deployment mam DaemonSet) miust ycranoBku
ANIC, usmenuTe 311 MaHUQPECTHI COOTBETCTBYIOIUM 00Pa30M, YTOOBI 33/1aTh apI'yMEHTHI KOMAH/I-
HO# cTpoku. CM. JIOKYMEHTAINIO 110 YCTAHOBKE C MaHUDECTaMM.

e Ecyu Bol ucnosibdyere Helm miist ycranosku ANIC, usmennre mapamerpsl juarpammbl Helm, co-

OTBETCTBYIOIIUE apryMeHTaM KOMaHIHO#M cTpoku. CM. IMOKYMEHTAIUIO IO YCIMAHOEKE € TOMOULLIO
Helm.

Huxe B a.H(baBI/ITHOM TOpAAKEe TePEINCJIEHBI JOCTYIIHBIE apTyMEHTbI KOIVIaH,HHOfI CTPOKH:

3.1 -angie-configmaps <ctpoka>

Pecypc ConfigMap s nacrpoiiku kouduryparuu Angie. Eciim ConfigMap 3aman, no ANIC me moxer
nosryunthb ero u3 API Kubernetes, to ANIC ne 3amycrurcs.

PopmaT: <IPOCTPAHCTBO HMEH>/<HMA>

3.2 -angie-dashboard

Bruouaer Angie Dashboard (status endpoint mis nosyuenns undopmanuu o cocrogauu Angie).
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3.3 -angie-dashboard-port <int>

3ajaer nopr, Ha KoropoM mocrynen Angie Dashboard (o ymoauanuio 8082).

®opmart: [1024 - 65535]

3.4 -angie-dashboard-allow-cidrs <cTpoxa>

Hobasnsier 6aoku IP/CIDR B cuncok paspemennit miust Angie Dashboard. Heckonbko IP miu CIDR
PA3IEIAIOTCS 3AIIATHIMA.

3.5 -angie-debug

Brurowaer ormanky gms Angie. Mcnons3yer 6unaprauk angie-debug. Tpebyercst 'error-log-level: debug' B
ConfigMap.

3.6 -angie-reload-timeout <znauenue>
Bpems oxumanus B MusncekyHiax, B redenune Koroporo ANIC 6yaer oxKujgarh yCIEHON mepe3arpy3Ku

Angie II0CJIE€ U3MEHEHU A KOHCbI/IpraL[I/II/I UJIn IIPpYU HaYaJIbHOM 3allyCKe.

Suadenue o ymosraanuio - 60000.

3.7 -angie-status

Brumroaaer Angie stub _status.

IIo ymomaanuio true.

3.8 -angie-status-allow-cidrs <ctpoxa>

Hob6asnsier 610ku IP/CIDR B criucok paspemenuii mys Angie stub _status.

Heckomnbko IP nmn CIDR pazgesnsiorcs 3amsareivu. (ITo ymomaanmio 127.0.0.1,::1)

3.9 -angie-status-port <int>

3asaer mopT, HA KOTOpoM joctynen Angie stub _status.

Dopmar: [1024 - 65535] (mo ymosrganuo 8080)
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3.10 -angie-status-prometheus <bool>

Bximroyaer min OTK/IIOYaeT Bblaady craructuku Angie B ¢popmare Prometheus.

@opmar: false mwin true (0 ymMoTIaHUIO true)

3.11 -angie-status-prometheus-allow-cidrs

Job6asnsier 610ku IP/CIDR B cumcok paspernennii qyist craructuku Angie B hopmare Prometheus.

Heckomnpko IP win CIDR pasnensiorest 3ansreivu. (ITo ymomrganmio 127.0.0.1,::1)

3.12 -angie-status-prometheus-path <ctpoka>

TTosBosisier MeHSATD Ty Th muist mybumkanuu craructukn Angie B hopmare Prometheus.

ITo ymosrganuro ucnosb3yercs /p8s.

3.13 -angie-status-prometheus-port <int>

3ajiaeT mopT, Ha KOTOPOM JIOCTYITHA cTaTncTuka Angie B hopmare Prometheus.

Dopmar: [1024 - 65535] (1o ymosrganuio 8083)

3.14 -default-server-tls-secret <cTpoka>

Cexkper ¢ ceprudpurarom TLS u kimoaom mis TLS-repMmunanum Ha cepBepe MO yMOJIIaHUIO.

o Eciu 3nadenwe He 3a7aHO, UCIONB3YIOTCA cepTUdUKAT U KJod B dailie /etc/angie/secrets/
default.

e Ecim /etc/angie/secrets/default ne cymecrByer, ANIC nacrpour B Angie orksionenune TLS-
MTOJIKJIFOUEHNIT K CEPBEPY O YMOJTIAHUIO.

e Ecyu cekper ycranossied, Ho ANIC we moxker mosyants ero u3 API Kubernetes, win ke e ycra-
nossieH, 1 ANIC ne ynaercss npounrtars daitn /etc/angie/secrets/default, ro ANIC ne 3amy-
CTUTCS.

Popmar: <IPOCTPAHCTBO HMeH>/<uMa>

3.15 -disable-ipv6

fABHo orkaovaeT npocaytusaTesn [PV6 mis y3moB, KoTophie He ToiepKuBaioT crek [PV6.

IIo ymomaanmio false.
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3.16 -enable-cert-manager
Brurrouaer aBromaTudeckoe ympasisenue cepruduratamu x509 st pecypcos VirtualServer ¢ momorsio

cert-manager (cert-manager.io).

Tpebyer -enable-custom-resources.

3.17 -enable-custom-resources

BxirouaeT mosib3oBaTeIbCKue pecypchnl.

IIo ymomaanuio true.

3.18 -enable-external-dns
Brurtouaer wmurerparnmio ¢ External DNS st macTpoiiku obmenocrynabix 3amuceit DNS y pecypcos

VirtualServer ¢ ncnonbssosanneM External DNS.

Tpebyer wanuaus -enable-custom-resources.

3.19 -enable-jwt

Bxiouyaer dyuknuo ayrentudukarun JWT B pecypcax Policy.

IIo ymomuanmio false.

3.20 -enable-leader-election

TlozBossteT BBIOMpPATH JMzIEepa, ITOOBI M30EKATH CUTYAIMH, KOIJIa HECKOJBKO PEIINK KOHTPOJLIEPA CO-
obmmaroT o craryce pecypcoB Ingress, VirtualServer u VirtualServerRoute; coobmars o craryce Oyjer
TOJILKO OJiHA perumka. 1lo ymomdanuio true.

Cwm. daiar -report-ingress-status.

3.21 -enable-oidc

Brmouaer dyukiuio ayrearudukarnmu no OpenlD Connect B pecypcax Policy.

Ilo ymomaanuio false.

3.22 -enable-prometheus-metrics

ITozBosisier myGimkoBaTh MeTpukn Angie B hopmare Prometheus.
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3.23 -enable-service-insight

ITy6siukyer Koreunyto Touky Service Insight mms ANIC.

3.24 -enable-snippets

Bkirouaer mosib3oBaresbekue ¢gparmerTsl KoHdurypanuu Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

Ilo ymomaanuio false.

3.25 -enable-tls-passthrough

Bkitrouaer ckBo3Hyto mepenaty maHHBIX 1m0 mpoTokosy TLS ma mopty 443.

Tpebyer mamuaus -enable-custom-resources.

3.26 -external-service <cTpoxa>

VkazwiBaer uMms cepsuca ¢ tunom LoadBalancer, yepes koropsiii ogsr ANIC jenatorest 10CTYIHBIME
uzBHe. BHeNHuit ajipec cepBuca UCIOIB3YeTCsl i OTYETOB 0 cocTosHuu pecypcos Ingress, VirtualServer
u VirtualServerRoute.

Tonbko myst pecypco Ingress: Tpebyer Hammwdus -report-ingress-status.

3.27 -global-configuration <cTpoxka>

Pecypc GlobalConfiguration jyist riobasibuoit nacrpoiiku ANIC.
PopmMaT:<IpOCTPAHCTBO UMEH>/<uMs>

Tpebyer namuaus -enable-custom-resources.

3.28 -health-status

Jobassier Mmecronosioxkenue " /angie-health" x cepsepy 10 ymordanuo. Mecromno/ioxkenue 0TBe9aeT Ko-
noMm craryca 200 Ha 06011 3ampoc.

D10 TOJIE3HO I BHeIHeH nposepku paborocrnocobroctr ANIC.

3.29 -health-status-uri <cTpoka>

Bagaer URI mecronosnoxkenust IpoBepKHu paboTOCIIOCOOHOCTH HA cepBepe 10 yMoTdaHuio. T pebyer Hasm-
qud -health-status.

ITo ymomaanuio /angie-health.
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3.30 -ingress-class <ctpoka>

Kirace ANIC.

Hosxen ObITh pasBepHyT cooTBercTByomuit pecypc IngressClass ¢ mmenem, paBHbIM Kiaccy. B mporus-
wom cirydae ANIC ne 3amycrurcs. ANIC obpabaThiBaeT TOJIBKO Te PeCypPChl, KOTOPbIE TPUHAJIEYKAT €ro
KJIaccy, T. €. UMeIOT pecypc nojid ingressClassName, paBHBIA KJlaccy.

ANIC obpabaTbiBaeT BCe pecypcehbl, Y KOTOPBIX HeT moJisi ingressClassName.

Ilo ymosraanuio angie.

3.31 -ingresslink <cTpoxa>

VkasbiBaeT uMs pecypca IngressLink, yepe3 koropsrii npegocrasisiercs gocryil K mnogaMm ANIC gepes
cucremy BIG-IP. IP-anpec cucrembr BIG-IP ucrosb3yercs ijis 0T9€TOB O COCTOSIHUU pecypcoB Ingress,
VirtualServer u VirtualServerRoute.

Tosbko gyt pecypcoB Ingress: Tpebyer Hammaus -report-ingress-status.

3.32 -ingress-template-path <ctpoka>

IIyTe Kk mwabsiony kouduryparuu Ingress Angie jyist pecypca Ingress. ITo ymosruanuro st Angie ucriossb-
3yercd angie.ingress.tmpl.

3.33 -leader-election-lock-name <cTpoxa>
VKas3bIBaeT B TOM K€ MPOCTPAHCTBE MMEH, TJie HaxoauTcs KoHTposutep, ums ConfigMap, ucnosb3zyemoe

J71s1 OJTOKUPOBKY TP BBIOOpE JIHIEpa.

Tpebyer nanmuaus -enable-leader-election.

3.34 -main-template-path <ctpoxa>

IlyTe K ocHOBHOMY MAab/IOHY KOHMDHUTyparuun Angie.

o Ilo ymoaanuio qs Angie ncnosib3yercs angie.ingress.tmpl.

3.35 -prometheus-metrics-listen-port <int>

3ajiaer opT, Ha KOTOPOM ITyOJIMKYOTCs MeTpuku Prometheus.

Dopmar: [1024 - 65535] (mo ymosrganmo 9113)
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3.36 -prometheus-tls-secret <cTpoxa>

Cekper ¢ ceprudpurarom TLS un xkmouom juis TLS-repmunainu koHedHo#t Touku MeTpuk Prometheus.
e Eciu aprymeHT He 3aJ1aH, KOHeYHas Touka Prometheus He 6yzer ucnosnb3oBars TLS-coequnenue.

e Ecymm apryment 3agan, Ho ANIC me moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCS.

3.37 -proxy <cTpokra>
3ajiaer UCI0JIb30BaHUE IIPOKCU-cepBepa s mojaksiodenust K APT Kubernetes, 3amyckaemoro KoMaH1oii

"kubectl proxy". ToJIbKO B IeJisiX TECTUPOBAHUSI.

ANIC ne 3amyckaer Angie u He 3anuchbIBaeT Ha JIUCK HUKAKKWE CPeHEPUPOBAHHbBIE (hailyibl KOH(MUTYpaIy
Angie.

3.38 -ready-status
Bkirouaer koneuHyIo TOUKy roroBHOCTH /angie-ready. Koneunas Touka BO3BpaIaer KoJ ycrexa, KOrjia

Angie 3arpysma BCIO KOH(MUTYPAIMIO TOCTIE 3aIlyCKa.

Tlo ymomaanuio true.

3.39 -ready-status-port

HTTP-niopT 17151 KOHEYHOW TOYKH T'OTOBHOCTH.

Dopmar: [1024 - 65535] (o ymosrganuio 8081)

3.40 -report-ingress-status

O6HoBJIIET TIOJIE aJ[peCa B CTaTyCe peCypCcoB Ingress.

Tpebyercs dutar -external-service nim -ingresslink, mubo ka4 external -status-address B ConfigMap.

3.41 -service-insight-listen-port <int>

SajaeT opT, Ha KOTOpOoM Iybiinkyercs Service Insight.

@opmar: [1024 - 65535] (o ymosnganuoo 9114)
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3.42 -service-insight-tls-secret <ctpoka>

Cekper ¢ ceprudpurarom TLS un xkmrodom s TLS-repmunarnuu konednoit rouku Service Insight.
e Eciu aprymeHT He 3aj1aH, KOHEYHasi TouKa Service Insight vHe Gymer ucnosibzoBars TLS-coenunenue.

e Ecymm apryment 3agan, Ho ANIC me moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCS.

®opmar: <HIpOCTPAHCTBO HMeH>/<uMsT>

3.43 -tls-passthrough-port <int>
3asaeT mopT Jyisk CKBO3HOM Tepeavn JaHHbIX 1o npotokory TLS. @opmar: [1024 - 65535] (110 ymodr-

yaHuio 443)

Tpebyer BrItOUnTH -enable-custom-resources.

3.44 -transportserver-template-path <ctpoka>

IIyre k mabsiony koudurypamnun TransportServer Angie mist pecypca TransportServer.

o Ilo ymosruanuio Jyia Angie ucrosnb3yercaangie. transportserver. tmpl.

3.45 -v <3Hauyenue>

ypOBeHb JeTaJIn3allu 3allCU JIOT'OB. 3HageHune 1o YMOJJT9aHUIO — 17 IIpU 9TOM 3HAYECHUUN 3allChIBACTCHA
MUHUMAJIbHOE KOJUYECTBO JIOrOB. 3HadYeHne 3 II0JIE3HO JJId yCTpaHeHUd HEIIoJIaJ0K.

3.46 -version

BoiBoauT Bepcuio, X3 git-koMMuTa U 1aTy COOPKH, 3aTeM 3aBepimaeT paboTy.

3.47 -virtualserver-template-path <ctpoka>

Iy x mabsony koudurypanuu VirtualServer Angie jist pecypca VirtualServer.

e [lo ymomaanuio qst Angie ncrnobp3yercst angie.ingress. tmpl.

3.48 -vmodule <3Hauenue>

Pazmemennbrit 3amgaToiMu cincok mapaMeTpoB pattern=N J1j1s1 Beienus Ky pHaJsia ¢ puabTparueii paiios.

3.42. -service-insight-tls-secret <cTpoxa> 20
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3.49 -watch-namespace <cTpoka>

PasnesienHblil 3ansThIMEA CIIMCOK IIPOCTPAHCTB MMEH, 3a pecypcamMu KOTopbix mosrkeH cieantb ANIC.
TTo ymomuanuio ANIC orciexkuBaer Bce mpocTpaHcTBa uMmeH. Hesb3si ucnosb3oBaTh BMecte ¢ "watch-
namespace-label".

3.50 -watch-namespace-label <cTpoxa>

Hacrpausaer B ANIC npocMoTp TOJIBKO IPOCTPAHCTB nMeH ¢ MeTkoii foo=bar. Ilo ymomuanuio ANIC
OTCJIEXKUBAET BCe IMpocTpaHcTBa nMeH. Heb3st ucnosb3oBaTh BMecTe ¢ "watch-namespace".

3.51 -watch-secret-namespace <ctpoka>

PasjiesieHHbIil 39 THIMU CIIMCOK TTPOCTPAHCTB uMeH, 3a KoropbiMu ANIC moskeH ciieuTh Ha peMeT
Hasimuust cekperos. Ecmu sror napamerp ue Hactpoer, ANIC orciiexxuBaeT 0JIHU U T€ YKe IIPOCTPAHCTBA
uMeH it Bcex pecypcoB. Cum. takske "watch-namespace" n "watch-namespace-label".

3.52 -wildcard-tls-secret <cTpoxa>

Cexkper ¢ ceprudurarom TLS u kirogom jyist TLS-repMunaimn kaxkoro y3sia Ingress mim VirtualServer,
Jtst KoToporo Brjodena TLS-tepmunarust, HO ceKpeT He yKa3aH.

e Ecim apryment He 3a71aH, J7Ist TaKUX y370B Ingress n VirtualServer Angie mpepseT J1t06yT0 TOIBITKY
ycranoBuTh 1LS-coemunuenne.

e Eciu apryment 3azan, Ho ANIC He moxker mosyunth cekper u3s API Kubernetes, o ANIC e
3aIlyCTUTCS.

QopMmaTr: <IpOCTPAHCTBO HMEH>/<uMs>

3.49. -watch-namespace <ctpoxa> 91
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Bepcun Angie Ingress Controller (ANIC)

4.1 2025

4.1.1 ANIC 0.7.3

Hata Beimycka: 26.12.2025

WcnpaBnexns

Vcnpasnenue ysi3BuMocTeii.

4.1.2 ANIC 0.7.2

Hata Beimycka: 03.10.2025

WcnpaBsnexns

Wcnpasneno nosejienne anHoranuu path-regex.

4.1.3 ANIC 0.7.1

Hara Bermycka: 03.06.2025
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Oobasnenus

e Bepcust Angie PRO obnoBnena mo 1.9.1.

e B cmpaBky jobasien pazmgen Obrue mpuMepsl.

WNcnpasnexus

Hcnpasrenne ya3BuMocTeit.

4.1.4 ANIC 0.7.0

Hata Beimycka: 05.02.2025.

Oobasnenus

Yeranoska ANIC no auuyensuu.

4.2 2024

4.2.1 ANIC 0.6.0

Hara Beimycka: 26.12.2024.

Oob6asnenus

Hosbie dyHKIMN 1 HACTPOUKHA:

e JloGaB/ieHbI JOMOJHATEIBHBIE TI0JIsI B MeTpuKax Prometheus mist ANIC:

— controller_pod
— controller_namespace

— controller_class

e JlobaBjieHa BO3MOXKHOCTDh HACTPAWBATH M OCYIIECTBIIATH ABTOPU3AINIO KJIMEHTa HAa OCHOBAHUU De-

3yJIbTATOB IIO3AIPOCA.

e Bepcus Angie PRO obuosjiena 0 1.8.1.

4.2.2 ANIC 0.5.0

Hata Beimycka: 30.09.2024.

4.2. 2024
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Oobasnenus

Hosble dyuKImm u HacTpoiku:
e Jlob6amiena Bo3MoxkHOCTH HacTpaumBarh OIDC-aBropusanuio.
o IlosiBmitace Bo3moxkHOCTh HacTpoiiku JWT-aropuzanuro.

e JlobaBsnena anHoTaius angie.software/configmap ¢ napamerpoMm namespace/config-name, Ko-
TOpas Mo3BoJIsieT onpeaeanTtb pacmupenubiii ConfigMap st 3agannoro Ingress-pecypca.

e JImpekTusa staticLocations mo3BossieT 3a1aBaTh paCIoIOKEHNE AT pa3Iadn CTATUIECKUX (HaiioB.

e ITapamerp angie-status-prometheus-path mMo3BoOJSIET MEHSTD Iy Th JJIsI cTaTUCTUKA Angie B popmare
Prometheus.

e JlobaBsensr mapamerpsl HacTpoiiku SSL nis pecypca VirtualServer:
— ssl_session_timeout
— ssl_session_cache
— ssl_session_tickets
— ssl_stapling
— ssl_stapling_verify
e Jlns mupektussl ssl_prefer server ciphers Temepb MOKHO 3a/1aBaTh 3HavdeHHe Off.

o [losBuach BO3MOXKHOCTE JOOABMATH IUPEKTUBY S _map B Koudurypammo Angie PRO, cm. mpu-
Mepbl HACTPOHKU.

o TTosiBmtacek nomep:kka aupektunbl activeHealthProbes 8 Angie PRO.
e Bepcus Angie PRO obuosjiena 10 1.7.0.
st obyierdenust Mporecca MUTPAIUN CAEJTAHBI CJICIYIONIUE YTy dICHISI:

e [Tapamerpnr Tuma boolean Temneph MOTYT IPUHUMATDH 3HadeHUs true wiau false, t wam £, on niam
off u 1 um 0.

e [lapamerp proxy-buffers gupekrusbl Upstream.buffers rerneps MoxkeT npuHIMATH TOJBKO 3HAUE-
Hue KojmdaecTBa OydepoB number, 6e3 ykazanusi pazmepa size. Ecin 3HaueHne size He yKa3aHO,
TO O yMOJTIaHuio OyzeT 3a7ano0 8K.

WNcnpaBnenus

e llcnpasyena ommbka npu ykasauuu 3uadenusi HTTPS s backend-protocol.
e licupasneno orobpaxkenue IP B craryce k8s.

e ITapamerp include-year GoJibllie HEIb3s U3MEHATD, €10 3HAYEHNE TEIEPh BCEra true.

4.2.3 ANIC 0.4.0

Hara Bermycka: 04.06.2024.
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Oobasnenus

Hosbre dyHKIIMN 1 HACTPOHKMY:
e JlobaBeHDI amnachl s CJIETYIONNX aHHOTAITAIA:
— angie.software/force-ssl-redirect — nepenamnpasisier HTTP-zanpocer na HTTPS.

— angie.software/proxy-body-size — ycraHaB/JnBaeT MaKCHMAJBHBIA pa3Mep JJId Teja 3a-
Ipoca, KOTOpoe MOXKeT 00paboTaTh MPOKCUPYEMBIit cepBep.

— angie.software/proxy-buffer-size — onpeuesnser pa3mep Oydepa Jjis 9TeHns 3ar0JIOBKOB
OTBETOB OT MPOKCUPYEMOI'O CepBepa.

— angie.software/proxy-buffering — BKJIIOYaET WIN OTKJIOYAET Oydepusanuio OTBETOB OT
IIPOKCUPYEMOI'0O CepBepa.

— angie.software/proxy-buffers — ompenessier KosmiecTBO 0ydeEPOB, HCIIOIB3YEMBIX IIJIsd
XpaHeHHs] OTBETa OT IIPOKCUPYEMOTO cepBepa.

— angie.software/proxy-max-temp-file-size — 3ajiaeT MaKCUMAJbHBIH pA3MeP BPEMEHHOT'O
daiisia, ucnob3yeMoro yist 6ydepusanyun 60JIbITNX OTBETOB.

e Jlupekrtusa server tokens Terepb MOKeT IPUHUMATH CTPOKOBbIE 3HAYUEHHUS.

e Bepcus Angie PRO obuosjiena 0 1.5.2.

WNcnpasnexns

e licupassennr TpeboBanus K resolver-addresses.

4.2.4 ANIC 0.3.0

Hara Bermycka: 02.03.2024.

Oob6asnenus

Hosble dyukmmm n HacTpoiKm:

e JlobGaBsena anHOTalus angie.software/force-ssl-redirect, ¢ IOMOIIBIO KOTOPOIl MOXKHO IIe-
peoauth Hebesonacubie HTTP-3anpocs! na samumenabie HTTPS, uro mo3soauT ucnpaBuTh BO3-
MOXKHbBIE OIMUOKK MPU UCTOJIb30Bannm SSL.

© IIpumeuannue

B cBsasu ¢ ocoberrocTAMU paboThl aHHOTaIMH force-ssl-redirect peKOMEHIyeM HCIIOIB30-
BaTh aJIbTEPHATUBHYIO HAaCTPOWKy — backend-protocol co 3nayenuem HTTPS.

e B Helm-uaprsr go6asiensl CRD (Common Resource Definitions), rakue kak Virtual Server, Virtual
Server Route, TransportServer, Policies. Terreps moss3oBaresin Helm moryT ucnons3oBars 311 ompe-
JIeJIEHUsI B CBOUX IIPOEKTAX, UYTO 3HAYMTEILHO PACIIAPSET BO3MOXKHOCTU HACTPOMKHU BeO-cepsepa
[I0 CPABHEHUIO CO CTAHIAPTHBIM pecypcoM Ingress.
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WcnpaBnexuns

e Tenepr ANIC 3amyckaeTcst OT IMEHH OJIL30BATENS angie.

4.3 2023

4.3.1 ANIC 0.2.0

Hara Bermycka: 23.11.2023.

Oob6asnenus

e Jlobapjena nomyep:kka Koucoym Console Light s MoOHUTOpMHINa AaKTUBHOCTU B peaIbHOM BpeMe-
HU.

Teneps MOXKHO OTKJIIOYATH MIPOTOKOJI 1ipv6 ¢ TOMOIIBIO -disable-ipv6 .

Jobagyiena Touka mojkiodenns Prometheus /ps8 njs MoHuTOpHHIa CcTaTyca.

Jobasnena mojyiep:kka sticky cookie m sticky route.

e B napamerpnl kondwura mobaBiieHa IIepeMeHHass $proxy_upstream_name sl HCIIOJIb30BAHUSA B
dopmaTe JOTOB.

NcnpaBnenus

o Vcnpasiena omubka ¢ OTCyTCTBUEM IIPpaB JOCTyIA K angie-syslog.sock.
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[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Hoxymenraius na nporpamMubiii npoaykt Angie Ingress Controller (ANIC) sBiisiercst HHTeNIEKTYAb-
noit coberBennocTbio OO0 «Beb-Cepreps».

Copyright (©) 2025, 000 «Be6-Cepsep». Bee npasa samuiieHs.
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